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Disclaimer: The information provided in this book is based on the author's personal
knowledge and experience with Microsoft Azure at the time of writing. While every
effort has been made to ensure the accuracy of the content, the fast-paced nature of
cloud technology means that tools, features, and interfaces may change over time.
Readers are encouraged to refer to the official Microsoft Azure documentation and

other authoritative sources for the most up-to-date information.

This book is intended for educational purposes only.
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Introduction to Cloud Computing

Cloud computing refers to the delivery of computing services—such as storage, servers, databases,
networking, software, and analytics—over the internet, or "the cloud." Instead of relying on local
servers or personal computers, organizations can access and utilize these resources on-demand from

cloud service providers like Microsoft Azure, Amazon Web Services (AWS), and Google Cloud.

EE8 $05y°58)00 @0, 0B ES (38) 0 50° E0I75EI0R O @000, B b
Sroes Computers or Servers do®rosSote, B0e3)é weqoe data storage, applications,

servers, and other resources e9:&eero0m access &S ¢o.

90e3)& wegoe Servers, Storage, Other Softwares 08 3RS &8N0

Evolution of Cloud Computing

Cloud computing has evolved from traditional IT infrastructure to virtualized environments and now

to fully managed, scalable, and serverless computing solutions. Key milestones include:

e 1960s: Concept of time-sharing and utility computing emerges.

e 1990s: Virtualization and early web-based applications.

® 2000s: Emergence of large-scale cloud service providers like AWS, Microsoft Azure, and
Google Cloud.

e 2010s & Beyond: Rise of Al-driven cloud services, hybrid and multi-cloud strategies, and edge

computing.

Advantages of Cloud Computing:

Cloud computing is a popular option for people and businesses for a number of reasons
including cost savings, increased productivity, speed and efficiency, performance, and

security.

@ Cost Efficiency
© No Capital Investment for Infrastructure

© Pay-As-you go model
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@ Scalability and Flexibility © On-Demand Scaling © Most of the cloud

Providers having Data Centers worldwide

@ High Availability and Reliability
© Redundancy - Providing High availability even incase of Hardware failures
© Automatic Backup and Recovery
® Improved Collaboration
o Centralized data access
© Integrate with many third party Applications or tools
@ Security
o Identity access Management, encryption and access control etc.,
@ Innovation and Speed
© Accelerate Infra and Application deployment
© Access and integrate Advance tools/Technologies like Al, Machine
Learning, Bigdata, DevOps etc.,
® Automatic Update and Maintenance
© Cloud provider will take care of hardware and software maintenance (like
security patches and updates)
@ Mobility
© Remote access - access the services/resource anywhere and any device

which is connected to the internet.

Challenges of Cloud Computing

o Data Privacy & Security Risks: Ensuring compliance with regulations.
® Downtime & Reliability: Risks associated with cloud provider outages.
e Vendor Lock-in: Difficulty in migrating between providers.

® Cost Management: Uncontrolled resource usage can lead to high costs.

Real-world Example: How Netflix Uses Cloud Computing

Netflix is one of the best examples of leveraging cloud computing to stream content worldwide. The

company migrated its entire infrastructure to AWS, using services like:

® Amazon EC2: To dynamically scale computing resources.
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® Amazon S3: To store petabytes of video content.
e CDN (CloudFront): For fast and efficient global content delivery.

e Big Data Analytics: To recommend content using Al and machine learning.

Cloud Deployment Models

Deployment Model Description Real-World Use Case

Resources are owned and
managed by a cloud provider ﬁzs&la}gtup hosting its website on

Public Cloud like Microsoft Azure.

Infrastructure is dedicated to

organization,
glanagﬁ%}gternally orbya A bank running sensitive

Private Cloud third party.

financial applications securely.

_ j _ A company storing customer
8 %lgsotﬁ]g%%grﬁq%gggggg? data on a private cloud but using

Hybrid Cloud Azure for data analytics.
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PUBLIC CLOUD PRIVATE CLOUD  HYBRID CLOUD
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Public Cloud Private Cloud

Scalability —— Single tenant

Cost-efficiency . High security
Unlimited storage Hybrid Cloud A+ Flexibility
Pay as you go Full customizable

Scalability

High security
Flexibility
Cost-efficiency
Unlimited storage
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IAAS, PAAS and SAAS

Adopting CloudComputing is a bigrevolution in the digital and IT industry. Instead of
relying on physical servers and Infrastructure companies now have the option to

leverage cloud services.

These services come in different models, each serving a specific purpose. The three main

models are IaaS vs. PaaS vs. SaaS in cloud computing.
IAAS: Infrastructure as a Solution

[aaS$ is an excellent solution for businesses that require more control over their

infrastructure.
Popular IaaS Providers:

@ AWS: EC2, S3, VPC.
e Azure: Virtual Machines, Blob Storage, Virtual Networks.

e GCP: Compute Engine, Cloud Storage, VPC.
PAAS: Platform as a Solution

PaaS provides a platform that allows developers to build, deploy, and manage applications

without worrying about the underlying infrastructure (servers, storage, network).
Popular PaaS Providers:

@® AWS: Elastic Beanstalk, Lambda.
e Azure: App Service, Azure Functions.

e GCP: App Engine, Cloud Functions.
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SAAS: Software as a Solution

SaaS is an excellent solution for businesses looking for easy-to-use, ready-to-go software

solutions.
Popular SaaS Applications:

® Google Workspace (Docs, Sheets, Drive).
® Microsoft Office 365.
@ Salesforce CRM.

IAAS: 030 &) TEFEY083)_ DTN TOSFONE0ENT) 0. D8 257 S S 25330
SO0 @SN T, D TS0 2.8 P D)0 B¢ AT°0 0STE

BNZ0EXS @) DB DTN DO  (Interiordesign,utilitiesand Employees)
X 97T AOHO(0TNT T NE0TIOT 0N

PAAS: o0& cooking Utensils and Interior Design @3 QTN @005 8) FErS) 0
9BTE BNE0Er . 8500 Cooking = XBASD Service 2 TS DS Sl =
QOO0TINT.

DX DRI 220 QPR DITPEOTOR EOT) DO DODE

SAAS: c{l)é\) égi‘)&?égoéﬁ 36;/51’99?_) AV TOLA i)”@_\-/? éﬁ*&c}OMple (SRestauranteS8
523050 DONCSO.

BT & WDSTOE TehESB06S” 08 ST 1255,
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Comparison:
Feature laas PaaS$ Provides Saas
developers catjons|
w?tho marmgmglﬁ#b ngtg/v{ng
L Provides virtualjzed computin infrastructure. i to-
Definition resources over {ﬁeqnter#&. g Provides ready-to-use software
over the internet.
IT  administrators, system . End users (businesses,
User Type . . Developers, software engineers. s
architects, DevOps engineers. individuals).
—M-anagcd Evet yth;lls HtaaS—+ OS, Middtewar €; " " " "
. By | Storage networking | Everything in Paa$S + Applications
! ’ ime, ment tools.
RAGKULRd By User | ituatization, compute power. | RBPHEABGHIGRE sieR and Data.
0S, Middleware, Runtime, | Azure App Service, AWS Elastic Nothing (only use the software).
Applications, Data. Eﬁg?:?l%@ﬁ?éiﬁ%ﬁ%ﬁ: I{r):,le ations | picrosoft365,-Gmail-Bropbeox;
Microsoft Azure VMs, AWS EC2, Salesforce
Examples . Developing, testing, and deploying :
Google Compute Engine.
. applications.
Ff&'?(mﬂ'i 2 High — Users control OS, N Lo les based Low — Users only use the
ty app}bcatlons and edium — Platform scales based on software; N0 control  gyer
configurations. development needs. infrastructure.
Use Case Hosting  websites,  virtual | Pay for usage of development tools Email  services, collaboration
machines, storage, backup. and runtime. tools, CRM, productivity apps.
Scalability High — Users scale resources as | Developers needing a Low — Limited to the features of

needed

environment to build applications.

the software.

Cost Structure

Pay for what you use (compute,

Subscription-based pricing.

Best For

nal
a7

Companies needing full control

managed

Businesses and individuats who
need ready-made software.

OVer Infrastructure.

10
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Infrastructure Platform Software
as a Service as a Service as a Service
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Applications Applications Applications Applications

Data Data Data Data

Runtime Runtime Runtime Runtime

Middleware Middleware Middleware

(0]

Middleware

o/ S 0/s 0/S

Virtualization Virtualization Virtualization Virtualization

Servers Servers Servers Servers

Storage Storage Storage Storage

|_Applications [ Applications [ Applications [ Applications
B EETEE BT BT
| Runtime N Runtime [N Runtime [N Runtime |
| Middieware N Middicware I Middieware [ Middleware |
o BN _os NN °c NEm o5 |
| Virtualization NS Virtualization SR Virtualization | Virtualization |
BEE B T DS
| storage M stoose QN Storace N storage |
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Networking Networking Networking Networking

You Manage Other Manages
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Real-World Use Cases and Exercises
Exercise 1: E-Commerce Startup

Scenario: You are the CTO of an e-commerce startup planning to launch a website with the following

requirements:

e Host the website with scalable infrastructure.
e Store and process user data securely.

®* Implement payment processing with minimal downtime.

Task: Identify the cloud service model (IaaS, Paa$, SaaS) for each component:

® Web Hosting (IaaS or PaaS?)
e Database Management (IaaS or PaaS?)

e Payment Gateway (SaaS?)
Exercise 2: DevOps in Cloud Computing

Scenario: Your company is adopting DevOps practices to improve software deployment efficiency.

You need:

e Ascalable infrastructure to host applications.
e Automated CI/CD pipelines for continuous deployment.

® Monitoring and logging solutions for real-time insights.
Task: Identify cloud services that fit into [aa$, PaaS, and SaaS categories for:

e Compute resources (Virtual Machines, Kubernetes, or Serverless?)
® CI/CD tools (Azure DevOps, GitHub Actions, AWS CodePipeline?)
® Monitoring solutions (Azure Monitor, AWS CloudWatch, GCP Operations?)

Exercise 3: SaaS-Based CRM Solution

Scenario: Your company wants to implement a Customer Relationship Management (CRM) tool to

track customer interactions.

12



e Should you develop a custom CRM using laaS or PaaS?
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e Should you use an existing SaaS solution like Salesforce, HubSpot, or Microsoft Dynamics?

e Compare the pros and cons of building vs. buying a Saa$S solution.

e (Create an architecture diagram for a custom CRM built on cloud infrastructure.

Conclusion

By understanding cloud service models, businesses can choose the right mix of 1aaS, Paa$, and SaaS

to optimize costs, scalability, and efficiency.

AWS vs. Azure vs. GCP-A Comparative Study

Feature AWS Azure GCP
Compute Engine, Cloud
Compute EC2, Lambda Virtual Machines, Functions
Functions
Storage S3, EBS, Glacier Blob Storage, Files Cloud Storage, Filestore
Networkin
VPC, Direct Connect VNet, ExpressRoute VPC, Interconnect
8
[AM, KMS, Security
Security [IAM, KMS, WAF Active Directory, Sentinel
Command Center
Azure ML, Cognitive
Al/ML SageMaker, Rekognition _ Vertex Al, AutoML
Services
Hybrid &  enterprise
Best For Scalability & maturity Al & data analytics
integrations

13
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Networking Fundamentals
Simpledefinitionfornetworkingis,howdata is exchanged between devices, servers, and

systems.

In Any Cloud environment, we are responsible for virtual network configurations and physical

hardware is managed by Cloud Vendor.

Networking is the backbone of cloud computing, ensuring secure and efficient communication
between resources, services, and users. Cloud networking abstracts traditional networking concepts

and offers highly scalable and flexible connectivity.

We have to make sure understanding the fundamentals of Networkings like., switch,

Router, public DNS,private DNS, DHCP, AD, Firewall, etc.,
Real-World Example - How Enterprises Use Cloud Networking:
Senario-1: A global e-commerce company needs low-latency connectivity across regions.

Solution: They use Azure Virtual Network (VNet) peering and AWS Direct Connect to

interconnect their offices and cloud workloads.
Senario-2: Banking Industry - Secure Hybrid Cloud:
A bank needs a secure on-prem-to-cloud connection.

Solution: They use Azure ExpressRoute with a firewall appliance for secure, high-

speed connectivity.

14
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Types of Networking:

® LAN(Local Area Network) : Home or With in Office

LAN @33 2,.808068°)050S @l , Q0 OR0e) 0575808 A0
DT O EO Ty 37D,

Computer

Mobile

Internet

15
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e WAN(WideArea Network): Connecting computers over a wide geographical

area over thelnternet

WAN 9T DA &)o@t Q FEAN ©) 2086 B s OFT 880 o so°

VOGNS 0L

@® DNS: Domain Name System:

DNS translates human-readable domain names (e.g., www.google.com) into IP addresses (e.g.,

142.250.190.14).

DNS @3¢5 s9890 t9¢3a31OT JayREE ) Cgwww.google.com) SOSI°538y..& 9820>0008
e08esD (142.250.190.14) t° S5°Eo0e80¢S.

Example: When you type www.microsoft.com, DNS resolves it to the actual [P address of Microsoft's

web server.

16
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e DHCP : Dynamic Host Configuration Protocol

DHCP automatically assigns IP addresses, subnet masks, default gateways, and DNS settings to

devices in a network.

DHCP 03¢5 IP e0%¢55, 520385 S50y, A A S, DNS  DEvohr oy 506
e NEETE HOZTOE TErOHENSHOL.

Example: When you connect to a Wi-Fi network, your device gets an IP address from the DHCP

Server.

e Firewall:

A firewall is a security system that monitors and controls incoming and outgoing network traffic

based on security rules.

Firewall @95 Se3y_ 507058 ¢ 1350 0805 2008 IEeh D80S HBBO0D DOHO|HOD
2865863 1O

Example: An organization uses an Azure Firewall to block unauthorized access to its cloud

resources.

Load Balancer:

A Load Balancer distributes incoming network traffic across multiple servers to ensure availability

and prevent overload.

Load Balancer 9355 Fe55828 1305 2050 H8 55 @08 HSndSomr Soded T,
BR @0C0ereneS’ GOTB TMNSOX.

Example: Azure Load Balancer distributes traffic among multiple VMs for high availability.

e NAT -Network Address Translation:

NAT translates private IP addresses (used inside a network) into public IP addresses (used on the

internet)

17
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NAT e3¢5 53¢ IP e03es NS0 Bzyger IP eofesSenrr 5508, 038 HLT0E 2.8 Heay&cs IP
QD GATPHOTO TOOESES.

Example: Home routers use NAT to allow multiple devices to connect to the internet using one public
IP.

VPN : Virtual Private Network:
A VPN creates a secure, encrypted connection over the internet, allowing users to access private

networks remotely.
VPN @96 20T TI)E 8B, S8 2080 EFES  DB8)), 193¢ Je 58078
BR3¢ ASr8 ) BANTETRE 9 0s0E0HOES.

Example: Employees connecting to their company's internal network from home.

Virtual Private Network

-~ VPN Tunnel

VPN
Concentrator

VPN
Concentrator

RemoteOffice

j & T
am
él User

IP Addressing: A unique identifier for devices on a network.

Example: Every website and device on the internet has a unique IP address.

@ IPv4: 32-bit address (e.g., 192.168.1.1).

18
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@ IPv6: 128-bit address, designed to handle more devices (e.g.
2001:0db8:85a3:0000:0000:8a2e:0370:7334).
O 208 0 weee 255 0 weeee » 255 0 ereeeee » 255
® L ®
D:;c' \ i
& bits Octet Octet Octet
B bits B bits B bits

32 bits

Public IP:

® An Address used for devices over the internet.

® These [P addresses are paid; we need to purchase from a service provider.

@ Except Private IP range, rest of the all the IP’s Public IPs

Private IP:
® An Address used for devices within a private Network.

@® We can’t use these IP addresses for Internet use.

19



Private address range

Class start address finish address

10.0.0.0 10.255.255.255

= 172.16.0.0 172.31.255.255
192.168.0.0 192.168.255.255

Public address range

Class start address finish address
0.0.0.0 126.255.255.255
B 128.0.0.0 191.255.255.255
192.0.0.0 223.255.255.255
D 224.0.0.0 239.255.255.255
240.0.0.0 254.255.255.255

[ X ]
.
Subnetting :

Divide a large network into a smaller network.

At Pt IP addiness, cannct conmect to the internet, put IP will
forwand request to Public IR and it connects 1o the internet
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When a bigger network is divided into smaller network, to maintain security, then that is known as

Subnetting.

BRSO T 583 Ecr25Q2 STPenrr 252305 0B HeI525¢5e58 ANIE S
BRSO A.

20
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Example:
192.168.2.0/24
192.168.1.0/24
192.168.7.0/24
Transmission rate or Bandwidth: How fast information can be transmitted over the

internet/channel, it is measured in bits per second (BPS).

Simplex: Information transmitted only in one direction
Half-Duplex: Information transmitted in both directions, but only in one direction at a time

Full-Duplex: Information can be transmitted in both directions simultaneously

Backbone Network: There are High-Bandwidth channels that typically connect LANs

with each other called Backbone Network.

Typically, in a Cloud all the Physical Datacenter connected each other High Bandwidth of

Backbone Network.

21
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Azure Fundamentals

History of Azure

Microsoft announced Windows Azure in October 2008 and available for

customers/client on February 2010.
Microsoft rebranded Windows Azure to Microsoft Azure in the year of 2014

2015 to 2024 Microsoft included significant features like Azure AD, VM with different OS
flavors, Machine Learning Tools, Al, Big Data, AKS, Cognitive Service, Azure Arc, Azure

Open Al etc,,
Azure Data Centers and Regions:

Understanding Azure Data Centers and regions is very crucial when we deploying

resources in azure,
Azure Geographies:

e United States
e Europe

e Asia Pacific

@® Middle East

® China (operated by 21Vianet, an independent company under Chinese

laws)
Azure Regions

Azure regions are geographical areas that contain one or more physical data centers

Azure B)OTEN 90T 2T HOZ0M [T B & I1TFES S & TEF OIS, 2
Microsoft QB0 TeEF OIS, €085 O ST den ©0H50d2%eE A%,

22
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S35 Azure 0S50S 288 BB OHE0T) DEFS BEF HOLIBCE GOLTONS.
DATBFHCS SN €555 S8 K5ench &) T oD GHTrHoTTS’

DOTNT ST, B JHEOM 2SO 085N S3EOMT VIO @00 EE

P ODDBSOS

Examples of Azure Regions:

@ East US, West US
® North Europe, West Europe
e Southeast Asia, Japan East

e Australia East, Brazil South
Azure Region Pairs

Region pairs are two Azure regions within the same geography that are connected and designed to

support data replication and failover scenarios.

Azure Availability Zones : Physical Data Centers in Region

Tenant ID

Management Groups

Geopgraphy
Region-1 Region- 2
DataCenter DataCenter DataCenter DataCenter
g ———————— ||
Arure Backbone Network
DataCenter DataCenter

Azure Hierarchy:

23
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Large and complex environments/Organizations follow the Azure Hierarchy for
structured way of organizing and managing structured way of organizing and managing

resources resources (like VM’s,Storage,DBs,AppService.,etc).

Below are Advantages by implementation of Azure Hierarchy:

@ Centralized Management and Governance
e Security and access control

® Cost Management and Optimization

e Scalability and flexibility

@ Easy delegation and administration

Tenant ID

e o

Platfarm - Managment Group Prod-Managment Group Non-prod.Managment Group Siage

/\

managmet-subil

Shared-Subdl

flikart-dov-subdl

- Domain Controllers Firewall
- DS

< FlleServer = lump Servers

- Routers i
- el - e L2 BGO7

24
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Business
Management [, ,’J Unit
Group 1

| —s I I — |

Subscription

@) | @) (@) @)~ &) (&%) ()~ | @)

Resource Group Eq. s [+] [‘J

i

<

(%) [g-é’] : )

Key Elements of Azure Hierarchy:

Tenant ID: when we registered with Microsoft Azure will get Tenant ID and Azure Active

Directory for Identity and access management.

Azure Tenant ID e90¢3 Azure Active Directory (Azure AD) &° Qb SoK)z,e)
29 VOGT33S OrE (58 BE3S) HB0eD) Hogd

Management Groups: Will help grouping of Subscription for easy and flexible for

organizing the policies, access controls and compliance.

Subscriptions: it is a logical container to hold the azure resources. Each Subscription has

its own billing, quota and access management.

Resource Group : it is a logical container to hold the azure resources, each and every

resource which we creating in azure should be part of Resource Group.

Resource: Individual Services which we deploy in Azure(Like vNet,VM,SQLDB,
AppService. etc)

25
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Real-World Scenario:
VIITOR Technologies is a global IT services company with operations in India, USA, and UK
Business Challenge:

@ Different teams (Development, Testing, and Production) manage cloud projects.
® They need cost-efficient, secure, and structured cloud resource management.

e Theyrequire centralized billing and security policies.

Solution: Implementing Azure Hierarchy

Hierarchy Level VIITOR Technologies Example
VIITOR-Global-Mgmt - Controls all Azure
Management Group subscriptions

V”TﬂR-Prnd-QHhcr‘ripfinn’

o VIITOR-Dev-
Subscriptions Subscription

Resource Groups

Databases i
Virtual ~Machines, Storage,

Resources _
Networking

LAB1: Create an Azure Account

Objective: Set up a free Azure account to access cloud services

Steps:

® Go to Azure Portal(http://portal.azure.com )

@ Click Start Free and sign in with a Microsoft account.

@ Enter personal details (Name, Email, Phone).

e Verify identity using Credit/Debit card (No charges for free services).

@® Click Sign Up — Your Azure free-tier account is ready!

26
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LAB2: Create Management Groups

Objective: Organize Azure subscriptions under a Management Group.

@ Sign in to Azure Portal — Search for Management Groups.
@ Click + Create Management Group.

® Management Group ID — VIITOR-Global-Mgmt

® Display Name — VIITOR Technologies Global

@ Click Create — Now, this group can manage multiple subscriptions.

S Toe=

Al Services (29 Documentation. [#5+)

(n] Management groups =

» b asdudicrption Y
LN
e (. T e e ] . b T 7 ST (i e B G B, R0 U Gt Tl 1

o Gt marted
T e P k. 8 Gy i Mo revalts were Sound for “managment groups”. e

& Setnge Tiry 3 ciffenans seandh e, o dhsck your deectony ane

& Cortiress pearchang s Wecrosol Endra 1D
Showing 3 subsoripiions in 11 groups

T 1 Bl Type ] TL Teaal s
Ml wr 9 - Marsgermert gioup  WVITBOR_RODT
Management group MGV

Rl T £ s

Management gioup WP _ingemal

Manasgerment group  RAGV.PR

"
Dol u - L, il
i aragerhetd gius PR_enterma
S S et §6-cabel -1 o bk BP0 2T 3
Management group PR internal
- - - -~ — - =
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LAB3: Try create multiple Subscriptions

Subscriptions

Gl

bicrigta | Tlbwed (8 ol ) iycis = o ol Chatis = = il

LAB 3: Create Multiple Subscriptions
Objective: Set up different subscriptions for projects (e.g., Dev & Prod).

@ Go to Azure Portal — Search for Subscriptions.

® (lick + Add Subscription.

@ Select Offer Type — Choose Pay-As-You-Go or Free Trial.
® Enter Subscription Name:

e VIITOR-Prod-Subscription (For Production)

@ VIITOR-Dev-Subscription (For Development)

@ Assign them to the VIITOR-Global-Mgmt group.

@ Click Create — Your subscriptions are ready!

LAB4: Create a Resource Group
Objective: Organize related cloud resources into a Resource Group.

@ Sign in to Azure Portal — Search for Resource Groups.
e (lick + Create Resource Group.

® Resource Group Name — VIITOR-Dev-App1-RG

@ Subscription — Select VIITOR-Dev-Subscription

® Region - Choose a data center (e.g., East US).

V¢
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e (lick Review + Create — Your Resource Group is set up!
Haorm
Resource groups
C«) Manageview () Refresh & Bport oGV 1P Openguery
O Ssare vang 2 o WIPOn Gf BrOSe EETENCE SO Nluted Sy D Misng, CROC SIS 1D JOOBSE Ok O EITHSETOL
W Filter for any field Subscription equals all Location equals all < 4 Add Fler
Mamae © Sabeription Location
[ Easy-Hub-RE01 il groad Ead1 US
[ east-egiin qudla: e East U%
%) east-eg00z qudia Dev Wt LS

Home > Resource groups >

Create a resource group

Basics Tags  Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the solution, or only those resources that you want to manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the most sense for your erganization. Leam mere ¢

Project details

Subscription * (O | gudla-Dev
Resource group * (O [ Test-RG0O1

Resource details

Region* | us) East US

Note: Make sure we providing all the Mandatory values

29



V¢

y-
skillora

Azure Networking Essentials

Azure Networking is very critical component and help establish secure communication.

Networking is a crucial part of cloud computing, enabling communication between resources, users,

and services. Microsoft Azure provides a highly secure and scalable networking architecture to

support cloud deployments.

Azure Networking e3¢5 Microsoft Azure &°5°% 3&5:56),% 38>¢3 50805 EFAEHS
Q0 ABITOTONE GOTJTHOT VI QIeT0.

Real-World Scenario: VIITOR Technologies Cloud Network

® They need secure

communication between services

® They want high-speed connectivity for global users

® They require network isolation for different teams

VIITOR Technologies is migrating its global IT infrastructure to Azure Cloud.

Azure Networking Key Components

Service Purpose Example Use Case

Virtual Network (VNet) Private network in Azure VIITOR's internal servers communicate
securely

Subnet Divides a VNet for different resources Web and Database servers in separate

subnets

Network Security Group Co
(NSG)

ntrols traffic rules

Allows only HTTPS traffic to web servers

Azure Load Balancer

Distributes traffic across VMs

Ensures high availability for web apps

Azure Application

Gateway

Layer 7 load balancing

Routes requests based on URLs
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VPN Gateway Connects on-premises to Azure Secure hybrid cloud connectivity

Azure Bastion Secure VM access without RDP Protects against brute-force attacks

Virtual Network(vNet):
An Azure Virtual Network (VNet) is a logical representation of our network in the cloud
Or
An Azure Virtual Network (VNet) is a private, isolated network in Azure, similar to an on-
premises data center network. It allows resources like Virtual Machines, Databases, and Applications

to communicate securely

Azure Virtual Network (VNET) eo38 $3&5 S&5:56),%, a8 eodigh) 5° 558
28 2,863 B0 ¥SITHITE TR0 BO DBEOHEE08.

3eS Azure S° 238 IBSE)E 0> S0 HAWBB0LS, BodHeS® VMs (5852 dHdse),
TSR, 0005 QBB NdeN 2,8 5D 2,88) ETITE 9a3ST00.

Key Features of Azure VNET:

e Isolation: Each VNET is isolated from other networks for security.

¢ Subnets: Divide a VNET into smaller segments to organize and secure resources.
® Network Security Groups (NSG): Control inbound and outbound traffic.

VPN & ExpressRoute: Enable secure connections to on-premises networks.

Load Balancers & Firewalls: Enhance security and optimize traffic distribution.

vNet will help on below scenarios:

e Communication of Azure resources with the internet.
e Communication between Azure resources.

® Communication with on-premises resources.
Filtering of network traffic.

Routing of network traffic.

Integration with Azure services.
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vNet Best Practices:
e Ensure no overlapping address spaces
@ subnets shouldn't cover the entire address space of the virtual network.
® Recommended to take Larger CIDR range instead of taking small Network

® Ensure attaching the NSGs and Route tables for High security

Real-World Scenario: Securing a Web Application with Azure Networking

Imagine an e-commerce company migrating its website to Azure. The company needs a secure,

scalable, and highly available network setup. Here’s how they design their network:

® Web Tier (Public Subnet): Hosts web servers behind a Load Balancer.
e Database Tier (Private Subnet): Stores customer data with restricted access.
e Firewall & NSG: Protect against unauthorized traffic.

® VPN Gateway: Securely connects on-premises users to Azure.
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LAB: Create a vNet at east us region with 4 dedicated Subnet
Pre-requisite:
e Create a Resource Group
e Choose the CIDR range
® Step 1: Go to Azure Portal — Search for Virtual Network — Click Create
e Step 2:
0 VNet Name: VIITOR-Global-VNet
O Address Space: 172.16.0.0/16
O Region: East US
e Step 3: Add Subnets:
0 Web Subnet: 172.16.1.0/24
O Database Subnet: 172.16.2.0/24
o ApplicationGateway Subnet: 172.16.3.0/24
o0 managment Subnet: 172.16.4.0/24
Step 4: Click Review + Create
- C 7 {4 hitps//portal xnume com/Sview/Hibs Extension/Browss Resource resourceType/Microsoft NetworkSi2 Fuirtual

m

Home

Virtual networks =

All Sendces [51) Mlarkeiplace (31)

Services

i £ Virtual networks (dassic)
ny Feld Subieription equats sl Resouroe group et sl

£} wirtual network gateways
Showing 0 1o 0 of O records.
o Virtual Network Managers
Hame
Marketplace

#n esror ocouned while searching harketplace. The enror details retusmed: An

urlnown emor ooourned.

B Virtual machine

B3 Virtual retwork

B3 Fres socownt wirtusl machins
0 Azwe 501

Documentation

% O copaat

Create avirtd An error oogurred while searching Domumentation, The emor details retumed: A Bwark 1o your

uriknown ennor occurned.

Virtual WAMN Crervies
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Home > Virtual networks >

Create virtual network

Security P addresses  Tags  Review + creale

Project details

Select the subscription to manage deployed resouwrces and costs. Use resource groups like folders to crganize and manage all

FOUr FESOUrces.

Subscription * gudla-Dev ” v
Resource group * east-rgo01 v
Create new
Instance details
Virtual network name east-wmetonn
Region * @ (U5 East LIS o ~

Deploy to an Azure Extended Zore

previous nea | RN

Home > Virtual networks >

Create virtual netwo

Basics  Security [P addresses

WAL § DA f U TS ST WS DE BT TS A UST LR U O i R T P TR Y TI0 LTS B O D D AL T

rk

assigns the resource an IP address from the subnet. Learn more

| Add IPv4 address space | |

Tags Review + create

17216.00016

| 172.16.0.0116

|| 118

172.16.0.0 - 172.16.255.255

+ Add a subnet

Subnets

Private-subnet01

public-subnet0l

DB-subnet0l

65,536 addresses

IP address range

172.16.1.0 - 172.16.1.255

172.16.2.0 - 172.16.2.255

172.16.3.0 - 172.16.3.255

oo | [ e | [T

Size

/24 (256 addresses)

/24 (256 addresses)

/24 (256 addresses)

[E Delete address space

NAT gateway

- s W
- g B
- g ®
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Home > Virtual networks
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Create virtual network

Basics  Security  IPaddresses  Tags  Review + create

View automation template

Basics

Subscription
Resource Group
Mame

Region
Security

Azure Bastion
Azure Firewall

Azure DDoS Network Protection
IP addresses

Address space

Subnet

Previous | Mext

gudla-Dev
east-rg001
east-vnet001

East US

Disabled
Disabled
Disabled

172.16.0.0/16 (65,536 addresses)
Private-subnet01 (172.16.1.0/24) (256 addresses)

LAB: Create a Virtual Network with Class C and 4 Subnets on westus region

e Create aresource Group

e (reate avnet CIDR 192.168.0.0/16

® Private-Subnet CIDR 192.168.1.0/24, Public-Subnet CIDR 192.168.2.0/24
DB-subnet CIDR 192.168.3.0, AzureBastion 192.168.4.0/24
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vNet peering:
Peering will establish the communication between two or more virtual network.
Peering provides low-latency, high-bandwidth communication across Azure

resources, without the need for a gateway or public internet access.

VNet Peering e3¢5 Azure &° 8o¢s Virtual Networks (VNet) @5 H23¢5 345
T3PS 0° O BBAEH. 2 TST® 1B DE 20688 Swe VPN RS S SHoowe
BT 2,8 VNet 0 8 VNet 8 IFe50¢3.

eserhl 00 B F0ES VNets EOD 8 TS558
DIS53S Azure |FE0S® & VNet © T8 > FoHwD8 VNet T
ESBZTDHATAS Jorr & NS0 &owrd ©HRIYI TeEI88

BSBHS ShoKad eHBIHoc
Key features:
o Private communication
0 Intraregion and Global Region peering
0 High Performance
O Full Mesh connectivity
©  No Downtime, while enabling the peering
o

vNet peering is not Transitive

ex: If VNet A is peered with VNet B, and VNet B is peered with VNet C,
resources in VNet A cannot communicate directly with resources in VNet

C unless additional peering connections are established.

Real-World Use Case: VIITOR Technologies’ Global Infrastructure

VIITOR Technologies has its development and production environments in separate VNets, both

located in different regions.

e The development team needs to access production data, so a VNet Peering connection is

established.
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e Thedata in production should remain secure, and only necessary resources can access it.

LAB7: TestvNet peering
o Create Multiple Virtual Networks (ex: east-vnet01 and west-vnet01) with
respective subnets.
o Create a Peering (If we create peering source vNet.., automatically peering will

create on Second vNet)

&3 east-vnet100 | Peerings
[

b P e b Syang it Pawmota vatusl noten_ 1 Vil
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Home » Virtual networks > east-wnet100 | Peerings >

Add peering

east-wnet 100

Virtual network peering enables you to seamlessly connect two or more virtual networks in Azure. This will allow resources in
either virtual network to directly connect and communicate with resources in the peered virtual network.

Remote virtual network summary

Peering link name * | east-ynetl -to-west-ymetl2

Wirtual network deployment madel O @ i

O classic
1 know my resource 1D (&) D
Subseription * | gudla-Dev v |
Wirtual network * !-lSeIeci virtual network e |

Remote virtual network peering settings

Allow the peered virtual network to access .
‘gast-vnet100' (0

Allow the peered virtual network to ra:eiveD
frunsardod traffle fromm ‘anetamat 1007 T

Add Cancel

e ———.
Home > Virtual networks > east-vnet100 | Peerings >

Add peering

east-vnet100

trabie the peered virtual network 1o use
‘east-ynet1007s’ remole gatewsy of route
server (I

Local virtual network summary

Peering link name ™ | M-MI-w-earsd-mﬂuz I

Local virtual network peering settings

Allew "east-vnet 100" 10 access the peered E
wirtual neetwork ()

Allow "sast-vivet 100 10 receive forwarded H|
traffic from the peered vimual network (5

Allow gateway of route sender in ‘east-
et 100° 1 forward traffic to the peened E]
wirtual network ()

Enable “east-viit 1007 10 use the peered
wirtual nebworks” remate gateway of route
server (1)

HAudd Cancel
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Azure Virtual Network Gateway:

An Azure Virtual Network Gateway is a critical component for enabling secure connectivity
between on-premises networks and Azure resources. It acts as a bridge between different networks,

allowing organizations to extend their on-premises data centers securely into the cloud.

Azure Virtual Network Gateway e93¢5 &5¢§e°3 &9 838239 905058 &DRTHHE
SNP TS 27H0. B BS)-BIOD Ty 9oDE 92558y & NVOTIONEE
DO HQEBHRD.

@ Secure Communication: Establishes encrypted VPN tunnels between on-premises
networks and Azure.

@ Multiple Connection Modes: Supports Site-to-Site (S2S), Point-to-Site (P2S), and
ExpressRoute connections.

e Scalability: Can handle high volumes of traffic based on gateway SKU selection.

® Redundancy: Can be deployed in an active-active mode for high availability.

Integration with NSGs and Firewalls: Ensures traffic is controlled and monitored.
Real-World Use Case: VIITOR Technologies’ Secure Hybrid Cloud
VIITOR Technologies has an on-premises data centre and a cloud presence in Azure.

® Employees in the on-premises office need to access cloud resources securely.
e A VPN Gateway is configured to establish a secure tunnel between on-premises and Azure
VNet.

Types of Azure Virtual Network Gateways:

1. VPN Gateway: Establishes a secure, encrypted connection over the internet between an on-
premises network and an Azure VNET.
o Supports Site-to-Site (S2S) VPN for corporate networks.
0  Supports Point-to-Site (P2S) VPN for individual remote users.
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o Uses IPsec/IKE protocols for encryption.
2. ExpressRoute Gateway: Provides a private connection between on-premises networks

and Azure using a dedicated circuit.

o Bypasses the public internet, ensuring higher security, reliability, and lower

latency.

o Suitable for large enterprises requiring consistent network performance

IPsec IKEw2 525

VNet1 | VPN gateway Tunnel Local network device i l.'.‘!n-premisfes
! East US A +—— public IP address Sy public IP address — ﬁ Sitel

i 10100716 e 10.0.0.0/24
FEYL VPN gateway 10.3.0.0/16

Real-World Scenario: Hybrid Cloud Connectivity with Azure Virtual Network Gateway

A multinational company wants to connect its on-premises data center securely to Azure while

enabling remote employees to access resources. Here’s how they design their network:

e Site-to-Site VPN: Securely connects the corporate office network to Azure.
e Point-to-Site VPN: Allows remote employees to work securely from home.
® ExpressRoute: Ensures dedicated, high-performance connectivity for critical workloads.

Network Security Groups (NSG) and Firewalls: Restrict unauthorized access.

Steps to Create VPN Gateway:

1. Go to Azure Portal — Search for VPN Gateway
2. Create a VPN Gateway in the VNet where it will reside
3. Configure the VPN Gateway Settings:

o Choose Public IP Address

o0 Select VPN type (Route-based or Policy-based)
4. After the VPN Gat

5. eway is created, configure the VPN Device on your on-premises side.
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Network Security Group:

Azure Network Security Group will help to control Inbound and outbound traffic to Azure resources.

It acts like a Firewall for Azure resources.

Network Security Group (NSG) e3¢5 Azure &° 3& D JoHoFBoB Firewall €*0¢38.
1 258votfy (Inbound) & ev5ye5F°anotfy (Outbound) ¥ D K eorbomr
96500808 Bre ATO 0S8 (Allow/Deny) csOTZTHRSS.

0008 ™ Tre>0B, NSG & g0 Azure ¢ b ) S50 & 29D BEBASCS25 5
PRV e Ve VS TSNS INTR VMY
Key Features:

e Inbound and Outbound Rules:
e Security Rules:

® Associating NSGs with Subnets and NICs:

service Tags and Application Security Groups (ASGs):

® Default Security Rules

@ NSGs can be integrated with Azure Network Watcher for diagnostic capabilities
Real-World Use Case:
VIITOR Technologies has a public web application and needs to secure its traffic.
NSGs are applied to the web server subnet to only allow HTTP and HTTPS traffic.

All other traffic, such as SSH and RDP, is blocked for enhanced security.
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Access control lists

Default rulesets

Priority

Naming strategy

Service tags

Application security

groups (ASGs)

Topic

Network watcher
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Rules that allow or deny access based on priority, direction, source

and destination, and port and protocol.

Default rules that cannot be changed but can be overridden.

Using higher priority rules, you can override the default rules,

spacing priority numbers you assign to allow future flexibility.

Assigning a name that defines the NSG’s purpose is essential for

longer-term management.

A group of IP address prefixes managed by Microsoft to allow or

deny access to a given Azure service.

Group network interface cards into applications or services for

easier management.

Description

Provides tools that can be used for monitoring, alerting, and

troubleshooting.
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NSG rules:

An NSG rule in Azure defines whether traffic to and from Azure resources is allowed or
denied based on specified criteria such as source/destination IP, port, and protocol. Each
rule is applied to inbound or outbound traffic and is evaluated based on a priority

number. Rules with lower priority numbers are processed first.

Key Elements of an NSG Rule:
Priority
Name
Source
Source Port Range
Destination
Destination Port Range
Protocol
Direction

Action

Below is the scenario for better understanding

The below image shows a basic NSG filtering incoming traffic to a Windows IIS server

Ld EJ
: )
Admin General User% Bad actor
L-RDP Allowed HTTPS connection:
[ l—B!oci-:e':l RDP Connection

« Allows inbound RDP from Admin's public IP
« Allows inbound HTTP and HTTPS from the internet
« Allows outbound HTTP and HTTPS to the internet

Web Server NSG

=}

Windows IS Server

43



LAB: Create a NSG and Assign to Subnet or NIC card

1. Go to Azure Portal — Search for Network Security Groups — Click Create

2. Define NSG Name and Region
3. Create Inbound/Outbound Rules:

o Allow HTTP (Port 80)
o Allow HTTPS (Port 443)
O Deny all other traffic

4. Associate the NSG with a Subnet or NIC

framie

MNetwork security groups  #

BARNaaE View wedresh & PporitoCSV "R Oven query
ARG v Redresh ot to C5Y PRen GRIeT

Subscription equals all Resource group equals all > Location equals all < 7 Add filter
Showing 1 10 2 of 2 reconds,
|| Maene T Resource group T4 Laestion T
‘h i marst = ron (0 East US
P westuse | 8- iy T Whest US

| 0
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Home > Metwork security groups >

Create network security group

Basics Tags  Review + create

Project details a8
Subseription * | gudis-Dev W
Resouroe group * | east-rg001 v
Create new
Instance details

Name * fast-NSGO1

Region * | EastUS v

W + create V

LAB9: Create NSG rule

Home  Bistwork sesty grougs & east-nsgl]

+ east-nsg01 | Inbound security rules  «

o LSy GO

B Seasch 2 'r-i tide delputnibes () Refresh

5 (v feedback

| < Previous | MNext : Tags > | Download a ternplate for automation
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’ Hetoeol sedunity getap sboanity fuli ane cvalusted by priodity using the comenation of stuite, soiete porl, destination, deitination por, and protoced 1o allow of desy the el & seourity rule 28071 han
[~ S [Tty S CRAECTON 85 0 SRR Nk, You CRT chHiese dhieliall SeOUrit] Pubes. Bl yOU SN DT them wath nues that hae & hagher pronty, Leam moee o
. Acowss comtral i 5 Wi by e Fotessl  Poicolesall Somcewsall Desiratonssall  Aconss sl
® ng Pricuity T Mame Ty Port Ty Prossacd Somgw T4 Desination Ty Action Ty
X Dlagnorse ared sohee problems
[ w00 A alea 22 2 Ay Ay Any @ ssow
“ Setting
0 2000 Mow 0 © dery Ay Ay @ 2o
Y Inbound sequrity rules
5000 AllowrartinBound Ay ey Virsaalbietaork Vinualirtwo G miow
L Crulitsoundl pecurity nies
65001 Alloetrurel nadlaliraerin.. Afy Aoy Apelosdlinces Ay [ L
& Metwork interlaces
5500 Dherey AlrBosnd ey Aewy Ay Ay 0 Dery
o3 Subnets
117 Properties
B Lods
¥ Mondtorieg
¥ Augnmation
¥ Helg
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Home > Metwork security groups > east-nsg0l

<. east-nsg01 | Subnets # »

Networi seurity group

B Seanch
@ Overiew ¥ Search subnets
B Acivity log Mame
Ba, Access comrol AM) prbate-pubaeti
& Togs pivate- subrsttl
* Diagnose snd sobee problems
“ Settings

= Inbound security rules

Cuthound seasity rules

@ Metwork mterfaces

p\sm\/

Il Propertics
B Locks
¥ Morioeing

» Automation

l T Copilot

e port, destination, ¢
sem with rules that F

wroce == all ]

cal T.L

& Add inbound security rule

east-nsg01

Source @

1 Address range

9216810024

1T2160.0524

Any

Source port ranges * (0

Destination ()

Service (D

| Custom

Destination rt ranges * ()
| soso \ﬁ‘

Protocol
) ey Nl
O Tee
) uDe

) 1IcMPva

Action
(™) Allow \/
O peny

,5? Give feedback
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Associate subnet

#afl-rEgd 1

Wirtual netecek (0
east-wmet 100 (east-sg 100)
Subnet* (0
prublic-subnetdl
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A RESTL
DEFAULT DIRECTO!

T Copilot

VIFINSOL....

east-nsg01

Add inbound security rule X

Destination port ranges * (O
" 8080

mn, ¢ Protocol

att (@) Any

O 1wp

O uoe
O 1cmpva

Action

@ Allow v
O Deny

Priority * CD,
2010 & v]

Name * -
| Allow_s0s0 N v]

Description

e AP e s
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LAB: Allow Web Traffic (HTTP and HTTPS), Allow vNet to vNet, Deny All Inbound Traffic Except
VNet:

Priority: 100

Name: Allow_HTTP_HTTPS

Source: Internet

Source Port: *

Destination: * (or the specific IP of the web server)
Destination Port: 80,443

Protocol: TCP

Action: Allow

Direction: Inbound

Deny All Inbound Traffic Except VNet:
Priority: 200 Name:
Allow_VNet Source:
VirtualNetwork Source
Port: * Destination: *
Destination  Port:  *
Protocol: Any Action:

Allow Direction:

Inbound

Priority: 300 Name:
Deny_All Source: *
Source  Port: *
Destination: *
Destination Port: *
Protocol: Any
Action: Deny

Direction: Inbound
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HUB & SPOKE Architecture

The Hub and Spoke architectureis a commonnetworktopologyused in Azure to efficiently
manage and secure resources across multiple virtual networks (VNets). In the Hub and Spoke
architecture, a central Hub VNet acts as a common point of connectivity for multiple Spoke

Vnets.

3723 08050 0¥ erNeEE 0T 2.8 BE5S8LE &2 200’ 2.8 BoFES (Hub)
SETSE,E 0 0)8 (Spoke) FETSBESS ET° 295085, A Der@orr
Q082 DIE -NoH o & T S583§ 500 &HTrE0IDS0E.

Spoke virtual network Hulb virtual network Spoke virtual network
Resource subnet Petring | Peening Resource subnet
P S S  CLETTTE T - Azure [ CECEPPEREE - R bekibey P
(@ | i (& | Firewall | (@ | (& (® |
Wirtual Virtual Virtual | Virtual Virtual Virtual
Fachine Machine Machine * g = Machine Machine Maching

Loy {ed o)

Hub virtual network: The hub virtual network hosts shared Azure services
Spoke virtual networks: Spoke virtual networks isolate and manage workloads separately

in each spoke (Each spoke we can consider an ISOLATED Application)

Key Benefits of Hub and Spoke:
e C(Centralized Security
® Cost Efficiency
® Network Isolation
e Scalability
@ Simplified Management

® Transitive Routing

Considerations while implementing the Hub and Spoke:

e Performance : We routing all the traffic from Hub, if we not planned enough

resources to handle the traffic it can be bottleneck.
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e Cost: Depends on the size of our network, additional resource cost will be added like
Firewall, Gateways.,etc

e Security: We have to be ensure

Key components:

@ Virtual Network Gateway: Enables connectivity to onprem network through VPN or
Express route.

® Azure Firewall or 3rd Party Firewall: The Hub location should have Firewall to
control traffic TO and FROM spoke network

@ Peering: vNet peering is established between the Hub and each Spoke to allow
communication

® UDR(User Define Routs): UDRs are custom routes you create in Azure to control
network traffic flow

o Routing traffic between spokes across different hubs

o Routing all traffic from spoke virtual networks to an Azure Firewall

vittor - software-rp(i
east-software-vnetll 172.16.0.0/'16

C &

Phrysical BC quure

paLring

wwwoviiterechnalogies. oom

Exst - hiulb-smet0l 192 168.0.0/'16 wiitos-fond.rg0l

west-vmet0l  17217.0.0/16

e

IPSRC VPN
Express Route

winsr-digital-fgol

peEring
cenpabwatol . 172.18.0.0/16

-

'\!' WAAD3 ]

Real-World Use Case: VIITOR Technologies' Global Cloud Infrastructure

50



o
skillora

Scenario:
VIITOR Technologies has a multi-region Azure deployment. They have:

e A Hub Network where common resources (VPN Gateway, Bastion Host, NTP server) are
hosted.
@ Multiple Spokes for different departments:
o Spoke 1: Development Network with resources like development VMs and dev
databases.
o Spoke 2: Production Network with resources like production VMs and production
databases.
o Spoke 3: Analytics Network with resources for big data processing and data

warehouses.

Each spoke communicates with the Hub, but spokes do not directly communicate with each other,

ensuring isolation and security.

How Does Hub and Spoke Work in Azure?

Key Components:

1. Virtual Networks (VNets):
o Hub VNet: This is the central network in the topology.
o0 Spoke VNets: These are connected to the Hub VNet but isolated from each other.
2. VNet Peering:
o Peering is set up between the Hub VNet and each Spoke VNet.
0 VNet Peering allows communication between the Hub and Spokes.
3. Network Security Groups (NSGs):
o NSGs are used to control the traffic between the Hub and Spokes, ensuring only
authorized communication is allowed.
4. Shared Services:
o Common services like VPN Gateway, Azure Firewall, or Bastion are usually
deployed in the Hub.
5. Route Tables:
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o Route tables ensure that traffic from the Spokes goes through the Hub for any inter-

network communication.

Azure Compute Services

Azure Compute services provide scalable, on-demand computing power for applications, workloads,

and services. It includes Virtual Machines, Containers, Serverless computing, and App Services
Key Azure Compute Services:

@ Virtual Machines (VMs) - Full control over OS and applications.

e Azure App Services - Managed web hosting platform.

e Azure Functions

¢ Azure Kubernetes Service (AKS) - Scalable container management.

Azure Functions - Event-driven, serverless computing.

Azure virtual Machine:

Azure Virtual Machines (VMs) are one of the primary services in Azure's Infrastructure-as-a-
Service (IaaS) offering. They provide scalable, on-demand compute resources in the cloud, allowing
you to run applications, host services, and perform tasks without needing to manage physical
hardware. Azure VMs offer flexibility, enabling you to select the operating system, configuration, and

scale to meet your business needs.

Azure Virtual Machines (VMs) allow users to run applications and workloads in a customizable cloud
environment. A VM is a virtualized server that provides the same capabilities as a physical server but

with greater flexibility and scalability.
Key Features of Azure Virtual Machines

e Scalability: Easily scale up or down based on demand.

® Customization: Choose OS, CPU, RAM, and storage options.

e Availability: Deploy across multiple regions for redundancy.

e Security: Use Network Security Groups (NSGs) and firewalls for protection.

® Integration: Connect with Azure Storage, Networking, and Monitoring services.
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1. General Purpose VMs: Balanced CPU-to-memory ratio, ideal for most workloads.

2. Compute Optimized VMs: High CPU power for processing-intensive applications.

3. Memory Optimized VMs: More RAM for large databases and in-memory caching.

4. Storage Optimized VMs: High disk throughput for big data workloads.

5. GPU VMs: Suitable for Al, ML, and graphics-intensive tasks.

This table now provides a comprehensive overview of commonly used Azure VM series.

VM Series

Purpose

Use Cases

B-Series (Burstable VMs)

applications,

databases.

Cost-effective VMs wit]

moderate CPU usage, capable environments,

of bursting when needed.

1 low to Small web servers, dev/test
lightweight

low-traffig

D-Series (General-Purpose |

VMs)

Balanced CPU, memory, and Ente

disk performance for general re

rprise

lational databases,

applications,

web

workloads. applications, medium-sized
workloads.
E-Series (Memory- | High-memory VMs designed Inimemory databases, high-
Optimized VMs) for workloads requiring large performance analytics, caching
memory capacity. services, SAP applications.
F-Series (Compute- | High CPU-to-memory ratio, Gamibgtch Servers,
Optimized VMs) optimized  for  compute- | processing, Al model training,
intensive workloads. data analysis.
M-Series (High-Memory Extremely high-memory VMs SAR HANA, large-scale enterprise
VMs) for large-scale databases and applications, data warehousing.
big data analytics.
L-Series (Storage- | Optimized for workloads NoSQL databases, big data
Optimized VMs) requiring low latency and high processing, high-speed
disk throughput. transaction processing.
N-Series (GPU-Optimized D¢signed for graphics and Al/ML workloads, vided

VMs)

compute-intensive workloa

with GPU acceleration.

model training.

ds rendering, gaming, deep learning
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H-Series (High- | Designed for computationally Scientific simulations, financial
Performance Computing | intensive workloads requiring risk modeling, weather|

VMs) high processing power. simulations, deep learning.

Real-World Scenario: Hosting an E-Commerce Website on Azure VMs

Imagine a growing e-commerce startup that wants to host its online store with high availability and

performance. By deploying multiple Azure VMs behind a load balancer, the website ensures:

e Scalability during high traffic seasons.
¢ High Availability with VMs in different Azure regions.
® Security with firewalls and Network Security Groups.

@ Cost Optimization by auto-scaling during low demand periods.
How to Connect Azure VM (Azure VM & e E3¥ 0eos°59)?

Windows VM - RDP (Remote Desktop - Port 3389) ceqoe 835° 7 e9s™é).

Linux VM - SSH (Secure Shell - Port 22) ceqoe 350 7 es>é).

5550%: RDP & SSH a8y y %30 NSG &° e9:50550B0t30d

Azure Virtual Machine helps you to deploy your applications without worrying about the underlying

infrastructure.

LAB: Create a virtual Machine
Prerequisite :
e Resource Group
e vNet and Subnet creation
Steps:
® (o to Azure Portal and click on Create a Resource.
@ Select Virtual Machine from the marketplace.
® Choose the operating system (Windows or Linux).

@ Provide basic details like VM name, Region, and Size.
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e Configure Networking settings.
® Setup admin credentials (username and password).

e Review and create the VM.

— Microsaft Azure £ virtual

Home

) . All Services (36) Marketplace (31)
Virtual machines =

Dk A Services

B virtual machines

e Yartuesl networks

2 Switchtodassic (2 Reservations 157 Manage view

Fier for ary field Subscription eguals all Type equals all Rt

BB varmual Appointments Buslder
Showing O to 0 of O reconds.

B virmual clusters
Name T Subscription T4 Resource group T4
Marketplace

03 Virnasl machine

EY Virtual notwork

ﬂ Free account wirtua machine
B9 Azure SOL

Documentation

Agure Virtual WAN Cverview

Create a
‘What is a secured virtual hub?

Thirkeaban- | lae the Amire mrsbal ba freabe aosirbonal reben

Home > Wirtual machines

Create a virtual machine

@ [ Helpmecwatealoweast VM | [ Help me create a VM optimized for high availability | | Help mo choose the right VM siz

Subseription ® () qudiaDev A p v
Resource group * (0 l east-rglll v g J
Create new

Instance details

' p
Virtual machine name @ 0 [ testvmaoor W -
Fegion * () [U5) East LS i/ ~
Porallability optiors O hasilability rane e
Zone options (®) Salf-solocted rone

Choose up 1o 3 availability pones, one VM per 2o

Let Azure assign the best zone for your needs
'ﬂ Using an Azure-sehecied zone is not supported in region East US.

—

Foailability zone * () Tame 1 b

&) You can now select maltipe zones. Selecting multiple zones will create one Wi
per zone. Leam more of

< Previous Mext - Diskes = m
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Home > Virtual machines >

Create a virtual machine

& [ Help me create a low cost VM ] [: Help me create a VM optimized for high availability ] [ Help me choose the right VM &

Qs disk /

0s disk size @ | Image default (30 Gig) N\

; ]
/
OS disk type * O | Standard SSD (locally-redundant storage) V A |
The selected VM size supports premium disks. We recommend Premium SSD for
high 10PS workloads. Virtual machines with Premium SSD disks qualify for the 99.9%

connectivity SLA.
Delete with VM © ]
Key management () | Platform-managed key ~
Enable Ultra Disk compatibility © O

Data disks for Test-VMOO1

You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk.

LUN  Mame Size (GiB)  Disk type Host caching  Delete with VM ©

( Create and attach a new disk §  Attach an existing disk

| < Previous ” Mext : Metworking > |
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Create a virtual machine

@ [ Helpmecreatcalowcost VM | [ Help me create a VM optimized for high availability | | Help me choose the righ

Hatcs  Unks Management  Monfonng  Advanced  1ags  Hewew s create
inbound and outbound connectivty with security group nules, of place behind an existing load balancing solution
Learn more o

Metwork interface

When creating a virtual machine, a network interface will be created for you

Virtusl network * @) | eastometioo \” v]
Create new f

Subnet * @ |private-subnet0l (17216.1.0/24) v W |
Manage subnet configuration

y
Public IP (new) Testvioot-ip N w
Create new

MNIC network seourity group (O D Mone

) Basic

(®) Advanced

'n The tsbected subnet private-tubnetd] (1T216.1.0024) 5 slready stsocated o &
network security group ‘exst-nsgll’. We recommend managing connectvity 1o
i wirhuall mosrhane wia Fhe saicEinng nefaenck aenurity annen rechesd of mreafing

o ) o) IR

Configure network security group * [mw V VI

Create nesw

Delete public 1P and NIC whenviis |
deleted O

Enable accelerated networiing () ]

Load balancing
Wou can place this vinual machine in the backend pool of an exdsting Azure load balancing solution. Leam more of

Load balanding options () (®) Mone
'D Azure koad balancer
Supports all TCP/UDP network traffic, pont-lorwanding, and cutbound flows.
O application gaeway
Web traffic load balancer for HTTP/HTTPS with URL-based routing. SSL
termanation, sestion persistence, and web application firewall

[ < previous |[ Next: Management > | [
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Home > Virtual machines >

Create a virtual machine

ﬂ' Validation passed

& [ Help me create a low cost VM J [: Help me create a VM optimized for high availability j [_Help me choose the right VM siz

Basics  Disks  Metworking  Management  Monitoring  Advanced  Tags #f Review + create

Price
1 ¥ Standard D2s v3 Subscription credits apply ©
by Microsoft 7.9867 INR/hr

Terms of use | Privacy policy Pricing for other VM sizes

TERMS

By clicking "Create”, | (a) agree to the legal terms and privacy statement(s) asseciated with the Marketplace offering(s) listed
above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s), with the same
billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage and transactional
information with the provider(s) of the offering(s) for support, billing and other transactional activities. Microsoft does not
provide rights for third-party offerings. See the Azure Marketplace Terms for additional details,

MName Praveen Gudla

Preferred e-mail address Rakesh.M1989@outlook con

Validation: Try access the Servers from Putty using port SSH.
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LAB: Prepare an Environment as per below architecture and test the communication.
Prerequisites:
e Resource Group
e (Create multiple Virtual Network and enable Peering
® C(Create NSGs and add NSG rules (22 and 3389)
® Create VM’s and Test the communication using the ping
Prod-subol il T—
':h__‘ Fip 3 EastwnetD] VO] => West wiiet VMO3 77 NO
R eastwneidz 1 s
-_'. Qefi6 5% 168 00 E JAESL "‘r'“-"'l'l Wl T Eastyne10] => Peering <= Westimet0l

E VAIDL can commaunicate VIVIDS 7 Yes
ry

Test communication from

east-vnet01 <==> east-vnet02

east-vnet01 <==> west-vent01

east-vnet02c <==> west-vent01
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Azure AppService Plan and AppService - Deploying and Managing Web Applications

Azure App Service is a fully managed Platform as a Service (PaaS) that allows developers to
build, deploy, and scale web applications, APIs, and mobile backends without managing

infrastructure.

Azure Web App is a part of Azure App Service, designed to host static or dynamic websites with
high availability and scalability.

Azure App Service enables developers to focus on creating outstanding applications rather than
worrying about infrastructure administration.

Azure App Service is a versatile and scalable platform for developing and deploying web and mobile

applications, allowing developers to rapidly and easily create applications that can be accessed by

users globally.
Feature Description
Managed Hosting No need to manage infrastructure; Azure takes care of it.
Multiple Language
Support Supports .NET, Java, PHP, Node.js, Python, etc.
Sealing
Auto-scaling based on traffic and demand.
Socnridy
SSL, Authentication, and Firewall protection.
Intecration
& Works with Azure DevOps, GitHub CI/CD, and Containers.
Traditional Webhosting Hosting with Web Apps

- T @

e ; i

i : ! Web App

| |

: 7T : 7o o FToY

[ =2y ; ==y ==y ==y

"""" [ S f— =] ==

o} [eee ] [eee ] feee |
Server + OS5 + Webserver (115) Server + Azure 05 + Webserver [115)
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Azure App Service Plans determine the pricing, performance, and scalability of your application.

Below are the different types of plans:

Plan Type Features Use Cases

Free (F1) 60 minutes/day compute, Shared Ledrning, testing, personal projects
CPU

Shared (D1) Shared CPU, Basic networking Small websites with low traffic

Basic (B1-B3)

Dedicated VM, No auto-scaling

Low to medium traffic applications

Standard (S1-S3) | Auto-scaling, Staging slots Business applications, moderate
workloads

Premium (P1-P3, High performance, more scaling Large eénterprise apps, high traffic

P1v2-P3v2) options sites

Isolated (I1-I3, Runs in Azure Virtual Network, high Campliance-driven applications,

I11v2-13v2) security private networks

AzureApp Service

Azure App Service is a fully managed platform-as-a-service (PaaS) that allows you to build,

deploy, and scale web applications, APIs, and mobile backends quickly.

Key Features of Azure App Service:

@ Supports Multiple Languages: .NET, Java, Python, Node.js, PHP, and more.

@ Fully Managed Platform: Handles scaling, patching, and load balancing automatically.

Built-in Security: Provides SSL certificates, authentication, and authorization.
CI/CD Integration: Supports deployment from GitHub, Azure DevOps, and Docker.

Global Availability: Deployed across Azure’s worldwide data centers.

® Hybrid and On-premises Connectivity: Integrates with VPN, ExpressRoute, and private

networks.

® Monitoring & Log

ging: Built-in tools like Application Insights for performance tracking.
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App ServiceType Purpose Use Cases
Web Apps Host and run web Websites,  blogs, web
applications. portals.
API Apps Deploy and  manage Microservices, API
RESTful APIs. backends for mobile apps.
Mobile Apps Backend services for Push notifications,
mobile applications. authentication, offline sync.
Azure Functions Event-driven compute Background tasks,
execution. automation, event
processing.

Real-World Scenario: E-commerce Website using Azure App Service

1. Corporate Website Hosting (Web App + Standard Plan)

A corporate IT company wants to host a business website on Azure.
Solution: Web App + Standard App Service Plan (51/S2)

Benefit: Hassle-free hosting with auto-scaling.

2. E-commerce Platform (Web App + Premium Plan)

A startup is looking for a scalable and high-performance e-commerce application.
Solution: Web App + Premium Plan (P2v2)
Benefit: Handles high traffic with fast loading times.

3. Enterprise CRM Software (Web App + Isolated Plan)

A banking institution needs to host a secure CRM application within a private network.
Solution: Web App + Isolated App Service Plan (13)

Benefit: Enhanced security with private networking.
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A retail company wants to host its e-commerce website on Azure without worrying about

infrastructure management. Here’s how they utilize Azure App Service:

By using Azure App Service, the company ensures high availability, security, and scalability for its

online store.

® Web Apps for Frontend: The website is deployed as a Web App.
e API Apps for Backend Services: The company’s product catalog, payments, and order
management are exposed via REST APIs.

e Auto-Scaling and Load Balancing: Automatically handles traffic spikes during festive sales.

Lab: Deploying a Web App on Azure

Step 1: Create an App Service Plan

1. Log in to the Azure Portal.

2. Search for App Services and click + Create.

3. Choose Subscription & Resource Group.

4. Select App Service Plan and Pricing Tier (Free/Standard/Premium).
5. Click Review + Create to deploy.

Step 2: Create a Web App

1. Navigate to App Services > + Add and select Web App.
2. Provide an App Name and choose Runtime Stack (.NET, Java, Python, etc.).
3. Select an App Service Plan and click Review + Create.

4. Once deployed, access your Web App via the provided URL.

Validation: A web application is deployed successfully, and you can access it via a public URL

provided by Azure.
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Azure Functions

Azure Functions is a serverless computeservicethatallows you to run small pieces of code (functions)
without managing the infrastructure. Functions are triggered by events, such as HTTP requests,
timers, or messages in a queue. It is ideal for workloads that need to be event-driven or require rapid

scaling.
Real-World Use Case:

e Use Case: VIITOR Technologies uses Azure Functions for processing real-time data related
to student activity on their SKILLORA platform. When a student completes a lesson, an

Azure Function is triggered to update their progress in the database and notify the instructor.

Azure API Management (APIM):

Azure API Management (APIM) is a fully managed service that allows organizations to publish,
secure, analyze, and manage APIs in a centralized manner. It enables businesses to expose APIs
securely to external and internal consumers while enforcing policies like rate-limiting,

authentication, and logging
Key Features of Azure APl Management:

e API Gateway: Routes API requests, applies security policies, and manages traffic.
e Developer Portal: Self-service portal for API documentation and testing.

@ Security & Authentication: Supports OAuth2, JWT, and Azure AD integration.

@ Rate Limiting & Throttling: Controls access and prevents abuse.

@ Analytics & Monitoring: Tracks API performance, usage, and error rates.
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Industry

Scenario

How APIM Helps

E-commerce

A retailer wants to expose produc

catalog APIs to third-party vendors.

t APIM secures API access, applies rat

[

limits, and provides analytics on API

usage.

Banking & A bank needs to expose account APIM ensures secure authentication,
Finance transaction APIs securely to fintech compliance with banking regulations,
partners. and API analytics.

Healthcare A hospital system integrates APIs| APIM enforces HIPAA compliance, for
patient data sharing with monitors API traffic, and manages

insurance providers. access policies.

Logistics & Supply | A logistics company provides APIM helps control API access
Chain shipment  tracking  APIs to prevents excessive requests, and logs|
customers and vendors. API performance.

IoT & Smart | Asmarthome company allows API secures  API endpoints
Devices third-party developers to access implements user-based

device control APIs.

authentication, and limits API calls per

user.
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Azure Load Balancer is a highly available and scalable service that distributes incoming traffic

across multiple virtual machines (VMs) to ensure high availability and reliability of applications.

Key Features of Azure Load Balancer:

@ Automatic Load Distribution: Balances traffic across backend servers for optimal

performance.

o High Availability: Ensures that applications remain accessible even if individual VMs fail.

e Public & Internal Load Balancing: Supports external applications and internal workloads.

® Health Probes: Monitors the status of backend VMs and removes unhealthy instances.

@ Security Integration: Works with Azure Firewall and DDoS Protection for enhanced

security.

e Scalability: Handles millions of requests per second with minimal latency.

e Outbound Connectivity: Provides NAT functionality for outbound connections from virtual

networks.
Service Layer Purpose Best Use Case
Azure Load Layer 4 (TCP/UDP) Distributes VM traffic High availability for backend
Balancer services
Application | Layer 7 Web traffic management Secure, intelligent web
Gateway (HTTP/HTTPS) request routing
Traffic DNS-Based Global traffic routing Multi-region failover and
Manager geo-routing
Azure Front Global Application Fast, secure web Global web applications with
Door Acceleration application delivery low latency needs
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Azure Load Balancer (Layer 4 - TCP/UDP):

Azure Load Balancer is a Layer 4 (TCP/UDP) load balancer that distributes incoming traffic across
multiple virtual machines (VMs) or virtual machine scale sets (VMSS) to ensure high availability and

scalability.

- Subnet

b ) Virtual Machine

~» [l Virtual Machine

Backend Pool
l/ >
Virtual Metwork

Key Features:

@ Automatic Load Distribution: Balances traffic across backend servers for optimal
performance.

o High Availability: Ensures that applications remain accessible even if individual VMs fail.

e Public & Internal Load Balancing: Supports external applications and internal workloads.

¢ Health Probes: Monitors the status of backend VMs and removes unhealthy instances.

@ Security Integration: Works with Azure Firewall and DDoS Protection for enhanced
security.

e Scalability: Handles millions of requests per second with minimal latency.

® Qutbound Connectivity: Provides NAT functionality for outbound connections from virtual

networks.
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Use Case: High Availability for Backend Database Servers
Real World-Scenario:

A financial institution runs critical transaction-processing applications that require a highly available
and fault-tolerant backend database system. They have multiple database servers running on Azure

Virtual Machines (VMs) within a Virtual Network (VNet).
Solution with Azure Load Balancer (Layer 4 - TCP/UDP):

1. Deploy an Azure Load Balancer:
o Configure it in Internal Mode (for private traffic within Azure).
o Use TCP-based load balancing to distribute incoming database requests.
2. Set Up Health Probes:
o Monitor the availability of backend database servers to route traffic only to healthy
nodes.
3. Automatic Failover:
o Ifadatabase server fails, the load balancer removes it from the pool and directs traffic

to the remaining healthy servers.
Key Configurations of Azure Layer 4 (L4) Load Balancer
1. Load Balancer Type

e Public Load Balancer - Distributes internet traffic to VMs in a backend pool.
e Internal Load Balancer - Distributes private network traffic within Azure Virtual Network
(VNet).

2. Frontend IP Configuration

e Assigns a public or private IP address to receive incoming traffic.

@ Supports Static and Dynamic IP allocation.
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3. Backend Pool

e Group of Virtual Machines (VMs) or Virtual Machine Scale Sets that receive traffic.

@ Supports multiple backend pools for different applications.
4. Load Balancing Rules

e Defines how traffic is distributed between backend servers.

e Supports TCP and UDP protocols at Layer 4.
@ Configurable port mapping (e.g., mapping incoming port 80 to backend port 8080).

5. Health Probes

e Continuously checks the health of backend servers.
e [fa VM is unhealthy, the load balancer stops sending traffic to it.
® Configurable protocols: HTTP, HTTPS, TCP, and UDP.

6. NAT Rules (Inbound & Outbound)

e Inbound NAT Rules - Forward traffic from a specific port on the Load Balancer to a single
VM.
e Outbound Rules - Enable VMs to make outbound internet connections using the Load

Balancer’s IP.

7. Session Persistence (Sticky Sessions)

e None (Default): Randomly distributes traffic across backend VMs.

¢ (Client IP-based Affinity: Ensures requests from the same client go to the same VM.
8. Availability Zones & Redundancy

e Supports Zone Redundant and Regional configurations for high availability.

e (Can distribute traffic across multiple Availability Zones.
9. Integration with Azure Monitor

e Provides insights into traffic flow and backend health.
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e Supports metrics, alerts, and diagnostic logs.

LAB: This lab will guide you through the process of creating an Azure Load Balancer (Layer 4) and

configuring it to distribute traffic across multiple backend virtual machines.

% External DNS
& Azure DNS GoDaddy w
@ Front End -

www.iitortechnologies.com

Health Prob
LB Rule

Backend-Pool

a7 i

Web-VM01 Web-VM02 Web-VMO03

Step 1: Create a Resource Group

1. Go to Azure Portal — Search for Resource Groups — Click Create.
2. Provide a Resource Group Name (e.g., MyLoadBalancerRG).

3. Choose a Region (e.g., East US) and click Review + Create — Create.

Step 2: Create Virtual Machines (Backend Servers)

1. Go to Azure Portal — Search for Virtual Machines — Click Create.
2. Select the Resource Group created earlier.
3. Provide a VM Name (e.g., VM1 and VM2).
4. Choose an Image (e.g., Ubuntu Server or Windows Server).
5. Configure Networking:
o Select Create a new Virtual Network (VNet).

0 Create a Subnet (e.g., BackendSubnet).

6. Allow RDP (for Windows) or SSH (for Linux) for remote access.
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7. Click Review + Create — Create.

8. Repeat the steps to create another VM (VM2) in the same VNet and Subnet.

Step 3: Install Web Server (For Testing Load Balancing)

1. Connect to both VM1 and VM2 using RDP/SSH.

2. Run the following commands:

For Linux (Ubuntu):

sudo apt update -y
sudo apt install apache2 -y
echo "Welcome to VM1" | sudo tee /var/www/html/index.html

sudo systemctl restart apache2
(On VM2, change "Welcome to VM1" to "Welcome to VM2".)

For Windows Server (IIS Web Server):

1. Open PowerShell as Administrator.

2. Run the command:

powershell
CopyEdit

Install-WindowsFeature -name Web-Server -IncludeManagementTools

3. Open C:\inetpub\wwwroot\index.html and add:

css
CopyEdit
Welcome to VM1

(Modify the message on VM2 to "Welcome to VM2".)
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Step 4: Create an Azure Load Balancer (L4)

1. Go to Azure Portal - Search for Load Balancers — Click Create.

2. Select Public Load Balancer.

3. Choose the Resource Group created earlier.

4. Provide a Name (e.g., MyLoadBalancer).

5. Under SKU, select Standard for high availability.

6. In Frontend IP Configuration, select Public IP — Create a new public IP - Name it (e.g.,
LBPublicIP).

7. Click Review + Create — Create.

Step 5: Configure Backend Pool

1. Open MyLoadBalancer - Click Backend Pools —» Add Backend Pool.
2. Provide a Name (e.g., BackendPool).

3. Select Associated Virtual Network and add both VM1 and VM2.

4. Click Add.

Step 6: Create a Health Probe

1. Open MyLoadBalancer — Click Health Probes — Add Health Probe.
2. Provide a Name (e.g., HTTP-Probe).

3. Select Protocol: HTTP, Port: 80, and Path: /.

4. Click OK.

Step 7: Configure Load Balancing Rule

1. Open MyLoadBalancer - Click Load Balancing Rules — Add Rule.
2. Provide a Name (e.g., HTTP-Rule).
3. Select Frontend IP: LBPublicIP.
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Choose Backend Pool: BackendPool.
Select Protocol: TCP, Port: 80, and Backend Port: 80.
Choose Health Probe: HTTP-Probe.

©® N s

Click OK.

Step 8: Testing the Load Balancer

1. Copy the Public IP of the Load Balancer (LBPublicIP).

2. Open a browser and go to:
cpp
CopyEdit

http://<LoadBalancer-Public-1P>

3. Refresh the page multiple times.

4. You should see requests being distributed between VM1 and VM2.

Enable Session Persistence (Optional, Client IP-based Affinity).
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Azure Application Gateway (L7 Load Balancer)
Introduction

Azure Application Gateway is a Layer 7 (Application Layer) load balancer designed to manage
web traffic efficiently. Unlike Azure Load Balancer, which works at Layer 4 (Transport Layer),
Application Gateway makes routing decisions based on HTTP requests. [t supports advanced
features like URL-based routing, SSL termination, Web Application Firewall (WAF), and session
affinity.
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Key Features of Azure Application Gateway

Feature

Description

Layer 7 Load Balancing

Routes traffic based on HTTP/S requests, URLs, and hostnames.

Path-Based Routing

Directs requests to different backend pools based on the request

URL.

Multi-Site Hosting

Host multiple applications on the same gateway and route them

to different backends.

SSL Termination

Decrypts incoming SSL requests and forwards unencrypted

traffic to backend servers.

Web  Application Firewall
(WAF)

Protects applications from security threats like SQL 1njection and

cross-site scripting (XSS).

Auto Scaling

dScales up or down automatically based on tratfic.

Custom Health Probes

Monitors the health of backend instances and ensures traffic is

routed only to healthy servers.

Types of Azure Application Gateway

Type Description

Basic Layer 7 load balancing with URL-based routing and health
Standard

probes.

Improved performance, autoscaling, zone redundancy, and HTTPS-
Standard v2

based health probes.

(WAF)

Web  Application  Firewall | Includes protection against OWASP Top 10 threats, with

customizable security rules.

WAF v2

analytics.
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Comparison: Azure Load Balancer vs. Application Gateway

Feature Azure Load Balancer (L4) | Azure Application Gateway (L7)
Layer Layer 4 (Transport) Layer 7 (Application)
Traffic Routing Based on IP and port Based on URLs, hostnames, and HTTP

headers

Protocol Support

TCP, UDP Checks

HTTP, HTTPS, WebSockets

databases, applications

Health Probes connections Neir/UDP | Checks HTTP responses
supported Not
SSL Termination supported No built- Supported
Path-Based Routing | in security Supported
Security Web  Application Firewall (WAF)
available
Use Case Load balancing for VMs, Ldad balancing for web applications,

APIs, microservices

Azure Application Gateway consists of several components that you can configure in various

ways for different scenarios

Below image illustrates an application that has three listeners. The first two are multi-site listeners
for http://acme.com/* and http://fabrikam.com/*, respectively. Both listen on port 80. The third is
a basic listener that has end-to-end Transport Layer Security (TLS) termination, previously known

as Secure Sockets Layer (SSL) termination.
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Real-World Use Cases

1. E-commerce Website Traffic Management
A retail company with an e-commerce website uses Azure Application Gateway to:

¢ Route traffic intelligently: Requests to /shop go to an online store backend, while /auth
goes to an authentication service.

® Enhance security: Web Application Firewall (WAF) blocks SQL injection and cross-site
scripting (XSS) attacks.

o Enable SSL Offloading: Reduces server CPU load by decrypting SSL at the gateway.

2. Multi-Site Hosting for Enterprises

A multinational corporation runs multiple websites and applications under a single Application

Gateway.

® Website 1: www.company.com — Routes traffic to backend pool A.
® Website 2: www.portal.company.com — Routes traffic to backend pool B.

@ Separate SSL certificates for each domain to ensure secure communication.

3. Secure API Gateway
A banking application hosts multiple API services.

® Requests to /api/customers go to Customer API Service.
® Requests to /api/payments go to Payment API Service.
@ Rate limiting and WAF rules prevent API abuse.
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LAB: Deploying an Azure Application Gateway

This lab will guide you through the process of creating an Azure Application Gateway (Layer 7

Load Balancer) and configuring it to manage web traffic efficiently with HTTP-based routing.

Step 1: Create a Resource Group

1. Go to Azure Portal — Search for Resource Groups — Click Create.
2. Provide a Resource Group Name (e.g.,, MyAppGatewayRG).

3. Choose a Region (e.g., East US) and click Review + Create — Create.

Step 2: Create Virtual Machines (Backend Web Servers)

1. Go to Azure Portal — Search for Virtual Machines — Click Create.
2. Select the Resource Group created earlier.
3. Provide a VM Name (e.g., WebVM1 and WebVM2).
4. Choose an Image (e.g., Ubuntu Server or Windows Server).
5. Configure Networking:
o Select Create a new Virtual Network (VNet).
0 Create a Subnet (e.g., AppGatewaySubnet).
6. Allow RDP (for Windows) or SSH (for Linux) for remote access.
7. Click Review + Create — Create.

8. Repeat the steps to create another VM (WebVM2) in the same VNet and Subnet.

Step 3: Install Web Server (For Testing Routing)

1. Connect to both WebVM1 and WebVM2 using RDP/SSH.

2. Run the following commands:
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For Linux (Ubuntu):

sudo apt update -y
sudo apt install apache2 -y
echo "Welcome to Web Server 1" | sudo tee /var/www/html/index.html

sudo systemctl restart apache2
(On WebVM_2, change "Welcome to Web Server 1" to "Welcome to Web Server 2",)

For Windows Server (IIS Web Server):

1. Open PowerShell as Administrator.

2. Run the command:

Install-WindowsFeature -name Web-Server -IncludeManagementTools
3. Open C:\inetpub\wwwroot\index.html and add:

Welcome to Web Server 1

(Modify the message on WebVM_2 to "Welcome to Web Server 2".)

Step 4: Create an Azure Application Gateway

1. Go to Azure Portal — Search for Application Gateway — Click Create.
2. Choose the Resource Group created earlier.

3. Provide a Name (e.g., MyAppGateway).

4. Choose Region (e.g,, East US).

5. Under Virtual Network, select the existing VNet from Step 2.

6. Create a new Subnet (e.g., AppGatewaySubnet).

7. Under Frontend IP Configuration, select Public IP — Create a new public IP — Name it

(e.g., AppGatewayPubliclP).
8. Under Backend Pool Configuration, create a Backend Pool and add WebVM1 and
WebVM2.

9. Click Review + Create — Create.
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Step 5: Create an HTTP Listener

1. Open MyAppGateway - Click Listeners — Add Listener.
2. Provide a Name (e.g., HTTP-Listener).

3. Choose Frontend IP as AppGatewayPublicIP.

4. Set Protocol to HTTP, and Port to 80.

5. Click Add.

Step 6: Configure Routing Rules

1. Open MyAppGateway — Click Rules - Add Rule.

2. Provide a Rule Name (e.g., HTTP-Rule).

3. Select Listener: HTTP-Listener.

4. Under Backend Target, select Backend Pool: WebVM-Pool.

5. Choose HTTP Settings — Click Add New HTTP Setting — Name it HTTP-Setting.
6. Set Port to 80, Enable Cookie-Based Affinity, and Enable Health Probes.

7. Click Add.

Step 7: Create a Health Probe

1. Open MyAppGateway — Click Health Probes — Add Health Probe.
2. Provide a Name (e.g., HTTP-Probe).

3. Select Protocol: HTTP, Port: 80, and Path: /.

4. Click OK.

Step 8: Testing the Application Gateway

1. Copy the Public IP of the Application Gateway (AppGatewayPublicIP).
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2. Open a browser and go to:
http://<AppGateway-Public-1P>

Refresh the page multiple times.

4. You should see requests being routed between WebVM1 and WebVM2.

Expected Output

@ If the request goes to WebVM1, you will see "Welcome to Web Server 1".
@ If the request goes to WebVM2, you will see "Welcome to Web Server 2".

Azure Traffic Manager — Global Traffic Routing Solution

Introduction

Azure Traffic Manager is a DNS-based traffic routing solution that distributes user traffic across
multiple global endpoints. Unlike Azure Load Balancer (Layer 4) or Application Gateway (Layer
7), Traffic Manager operates at the DNS level (Layer 3) to direct users to the nearest or best-

performing application instance based on routing policies.

Traffic Manager does not handle actual traffic like a load balancer but helps clients resolve the best

possible endpoint using intelligent DNS resolution.

Key Features of Azure Traffic Manager

Feature Description

Global Traffic Routes users to the nearest Azure region for lower latency.
Distribution

DNS-Based Load Works at the DNS layer and does not act as a traditional load balancer.
Balancing
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Multiple MethodRouting

Automatic Failover

and Subnet routing.

Offers Priority, Performance, Weighted, Geographic, Multivalue,

instances.

Detects unhealthy endpoints and redirects traific to healthy

Multi-Cloud and Hybrid

Support

Can route traffic to Azure, on-premises, or other cloud providers

Traffic Analytics

failover events.

Provides insights into traffic distribution, endpoint health, and

Types of Routing Methods in Traffic Manager

Routing Method Description Use Case
Priority Routes all traffic to Disaster recovery setups.
primary endpoint; fails over
to the next in case of failure.
Performance Routes users to the closest Global applications with multiple data
and lowest latency ¢enters.
endpoint.
Weighted Distributes traffic based on A/B testing, gradual rollouts.
assigned weights to
different endpoints.
Geographic Routes users based on their Compliance-based applications, regional
geographical location. data sovereignty.
Multivalue Returns multiple healthy Resilient DNS-based failover.
endpoints to the client for
load balancing.
Subnet Routes traffic based on the Clistom traffic segmentation by subnet.

client’s IP address subnet.
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www.contoso.com CNAME
Recursive j ¥ contoso.trafficmanager.net

DNS Service
S L1 > -
ey *

1 > contoso-eu.cloudapp.net A
< EU endpoint IP address>

User  Browser

Client connects directly
to selected endpoint,
not through Traffic Manager

r H N
!
X

Traffic Manager

Health Checks
! Web App Virtual : i 5
Ext:_ern._al Machine Cloud Service
Application
" >
Microsoft

ATure

The client sends a DNS query to its configured recursive DNS service to resolve the name
'partners.contoso.com’. A recursive DNS service, sometimes called a 'local DNS' service, does
not host DNS domains directly. Rather, the client off-loads the work of contacting the various
authoritative DNS services across the Internet needed to resolve a DNS name.

To resolve the DNS name, the recursive DNS service finds the name servers for the
th$htoso.com' domain. It then contacts those name servers to request
'partners.contoso.com' DNS record. The contoso.com DNS servers return the CNAME record
that points to contoso.trafficmanager.net.

Next, the recursive DNS service finds the name servers for the 'trafficmanager.net' domain,
which are provided by the Azure Traffic Manager service. It then sends a request for the
'contoso.trafficmanager.net' DNS record to those DNS servers.

The Traffic Manager name servers receive the request. They choose an endpoint based on:

e The configured state of each endpoint (disabled endpoints are not returned)
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e The current health of each endpoint, as determined by the Traffic Manager health checks.
For more information,
e The chosen traffic-routing method. For more information
2. The chosen endpoint is returned as another DNS CNAME record. In this case, let us suppose
contoso-eu.cloudapp.net is returned. Next, the recursive DNS service finds the name servers
3. for the 'cloudapp.net’ domain. It contacts those name servers to request the 'contoso-
eu.cloudapp.net’ DNS record. A DNS 'A’ record containing the IP address of the EU-based
service endpoint is returned. The recursive DNS service consolidates the results and returns
4. a single DNS response to the client. The client receives the DNS results and connects to the
given IP address. The client connects to the application service endpoint directly, not through
5 Traffic Manager. Since it is an HTTPS endpoint, the client performs the necessary SSL/TLS
handshake, and then makes an HTTP GET request for the '/login.aspx' page.

Real-World Use Cases

1. Global Web Application with Low Latency Routing
A company has multiple Azure Web Apps deployed in USA, Europe, and Asia.

@ Traffic Manager (Performance Routing) ensures users in Asia access the Asian data center,
USA users access the US data center, and so on.
® This improves application response time by directing users to the nearest available

instance.

2. Disaster Recovery & High Availability

A financial services company has a primary application in the East US and a backup in the West
US.

e Using Priority Routing, all traffic is directed to East US.

@ If the East US region goes down, Traffic Manager redirects traffic to West US automatically.
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3. Multi-Cloud & Hybrid Deployment

A media streaming service runs its primary application in Azure but maintains backup

infrastructure in AWS.

@ Traffic Manager ensures seamless failover between Azure and AWS based on endpoint
health.

@ Users experience zero downtime in case of an Azure outage.

Lab: Deploying Azure Traffic Manager for Global Routing

Step 1: Create a Traffic Manager Profile

1. Go to Azure Portal — Search for Traffic Manager Profiles — Click Create.
2. Enter Profile Name and select Routing Method (Priority, Performance, Weighted, etc.).

3. Choose Subscription and Resource Group, then click Create.

Step 2: Add Endpoints

1. Inside the Traffic Manager Profile, go to Endpoints — Click Add Endpoint.
2. Select Target Resource Type (Azure Web App, Public IP, External Endpoint, etc.).
3. Choose Region and Endpoint Priority/Weight based on routing policy.

4. Repeat the process to add multiple endpoints across different locations.

Step 3: Configure Health Probes

1. Navigate to Health Probes — Set up Protocol (HTTP/HTTPS) and Port.

2. Define Health Check Interval and Tolerated Failures to ensure traffic is only routed to

healthy endpoints.

Step 4: Test the Traffic Routing

1. Copy the Traffic Manager DNS Name and open it in a browser.
2. Traffic will be routed based on the chosen routing method.

3. Simulate failures by stopping an endpoint and check automatic failover behavior.
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Azure Front Door - Global Load Balancer & Web Application Accelerator

Introduction

Azure Front Door is a global, application-level load balancer and content delivery network
(CDN) that ensures high availability, low latency, and security for web applications. Unlike Azure
Load Balancer (L4) and Application Gateway (L7), which operate regionally, Front Door is
designed to route global HTTP/HTTPS traffic efficiently.

Azure Front Door is Microsoft's advanced cloud Content Delivery Network (CDN) designed to provide
fast, reliable, and secure access to your applications' static and dynamic web content globally. By

using Microsoft's extensive global edge network, Azure Front Door

Front Door uses Microsoft’s global edge network to accelerate application performance and

enhance security with Web Application Firewall (WAF) capabilities.

Key Features of Azure Front Door:

Feature Description

Global HTTP Load Balancing | Routes traffic intelligently across multiple global endpoints.

Uses latency-based routing and session affinity for optimal user

Intelligent Routing experienge

Caching & CDN Integration Detivers content faster by caching at the edge locations.

Web Application Firewall Protects against DDoS, SQL injection, and cross-site scripting

(WAF) attacks.

SSL/TLS Offloading Terminates SSL connections at the edge for improved performance.

Zero-Downtime Deployment Supports A/B testing, blue-green deployments, and canary releases.

Multi-Cloud and Hybrid Can route traffic to Azure, on-premises, and even AWS or GCP

Support endpoints.

Why Use Azure Front Door?

@ Faster Application Performance - Content caching reduces latency.

@ Global Failover & High Availability - Ensures zero downtime.
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e Advanced Security - Protects against DDoS, SQL injection, and other threats.

e Multi-Cloud & Hybrid Capabilities - Works across Azure, AWS, and on-premises

environments.

e Zero-Downtime Deployments - Supports blue-green and canary releases.

On-premises / ____,_é %‘ . B
Legacy DC : ; m
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R o ‘ Eigeineation O RN
: : : l.aq = ;
: O
fsearch{‘ :
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: i § Web Application : '
................................. : Firowal

Edge Locatinn‘

Other Cloud
Service

Real-World Use Cases
1. E-commerce Website with Global Customers
A retail company with customers worldwide wants to ensure:
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@ Faster page load times for users across different continents.
e Global failover in case of a regional outage.

e Protection against cyberattacks like DDoS and SQL injection.

Solution:

e Azure Front Door routes customers to the nearest online store based on latency-based
routing.

e CDN caching improves website loading speed.

® WAF rules block malicious attacks automatically.

2. Multi-Cloud Deployment with Azure & AWS
A media streaming company uses Azure for video encoding but stores content in AWS S3.

@ Azure Front Door directs users to the closest server (Azure or AWS) dynamically.
e SSL offloading at edge locations improves security and reduces latency.

® Automatic failover ensures that users experience zero downtime.

3. Blue-Green Deployment for a Banking App
A banking application wants to gradually roll out a new feature:

e Front Door splits traffic between the old (Blue) and new (Green) versions.
e A/B testing helps analyze user experience before full deployment.

® Ifissues arise, traffic is switched back to the stable version instantly.

Lab: Deploying Azure Front Door for Global Web Traffic Management

Step 1: Create an Azure Front Door Profile

1. Go to Azure Portal — Search for Front Door — Click Create.
2. Choose Subscription and Resource Group, then enter a Front Door Name.

3. Select Pricing Tier based on your requirements.
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Step 2: Configure Front Door Routing

1. Inside the Front Door Profile, go to Routing Rules — Click Add Rule.

2. Set up Frontends (Custom Domain or Azure-provided DNS).
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3. Define Backend Pools (Add web apps, storage accounts, or external services like AWS).

4. Choose Load Balancing Method (Latency-based, Priority-based, or Weighted).

Step 3: Enable Security & Performance Features

1. Enable Web Application Firewall (WAF) to protect against threats.

2. Enable Caching & CDN for better performance.

3. Configure Session Affinity to maintain user sessions across requests.

Step 4: Test Global Load Balancing

1. Copy the Front Door URL and access it from different locations.

2. Verify that traffic is routed based on the closest or best-performing endpoint.

3. Simulate failure by stopping a backend service and observe automatic failover.

Feature Azure Front Door (L7, Traffic Manager Application Azure Load Balancer (L4,

Global) (DNS-based) Gateway (L7, | Regional)
Regional)

Layer Layer 7 (Application)  Layer 3 (DNS) Layer 7 (Application) | Layer 4 (Transport)

Load  Balancing | Global HTTP-basedlobal DNS-based Regional HTTP- | Regional VM-level

Scope routing routing based routing balancing

Traffic Handling HTTP(S)  routing & DN5-based Web traffic routing | Network-level VM
caching endpoint selection | with WAF distribution

Performance Yes (via Edge Caching & No No No

Acceleration CDN)

Multi-Cloud & | Yes Yes No No

Hybrid
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Best Use Case Global web acceleration & Disaster recovery Reglonal web Load balancing for VMs &
security & global traffic | application microservices

routing management

Azure Storage Account - Scalable, Secure & Highly Available Cloud Storage

An Azure Storage Account is a highly available, durable, and scalable cloud storage solution for
storing various types of data, including files, blobs, tables, and queues. It provides multiple
redundancy options, security features, and integration with Azure services for cost-effective

storage management.

Azure Storage is designed to handle massive-scale workloads, including Big Data analytics,

backups, IoT applications, and enterprise solutions.

Storage account in Azure is a method of creating a storage service for storing data in it. It
contains Blob, queue, tables, and files with disk images. It uniquely provides namespace and service

access to functions of storage.

It is durable, highly available, and scalable. By using Azure storage account services, we don’t need to
worry about space because it will be scaled upon our demand. The Azure storage account is a

container that groups a set of Azure storage services together

Azure Storage Account e3¢5 3 e9Ze290¢3, BRLyye 5180 HEeeney B°E Hy=d
FETHAS, 2D DS TR0 TErD (DOTT, &S5, BenSTE, ErrD) 508 )T8
POVl IR WS ToTn )
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Key Features of Azure Storage Account

Feature Description

Durability &  High

Availability Data is automatically replicated across Azure data centers.

Encryption, role-based access control (RBAC), and firewall rules ensure
Security & Compliance
data protection.

Scalability Automatically scales with demand, supporting petabytes of data.

Integration with Azure Wprks with Azure Functions, Virtual Machines, App Services, and

Services Kubernetes.

Cost-Effective Pay-as-you-go model with different redundancy and performance tiers.

Multi-Protocol Access Supports REST API, SMB, NFS, and more for seamless data access.

Storage Account types

Storage type defines the methodology for storing data in Azure infrastructure. it gives the solution to
the question of what type and how to store data in Azure.
e Accessible via REST API: Queue, table, Blob

@ Designed for Microsoft Azure Virtual machines: File storage, Disk storage

Key Features of Azure Storage Account:

e Durability: Provides high durability by storing data across multiple locations.

e Scalability: Scalable storage solutions for both small and large data.

® Security: Encryption at rest and in transit, access control via Azure Active Directory (Azure
AD).

® Performance: Optimized for high throughput and low latency access to data.

@ Multiple Storage Types: Supports Blob, File, Table, Queue, and Disk storage.
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Storage Type

Purpose

Common Use Cases

Blob Storage

Stores unstructured object Im

data.

ages, videos, backups, logs.

File Storage (Azure N
Files)

lanaged file shares §

accessible via SMB/NFS.

bhared drives for applications, lift-and-

shift migrations.

Table Storage

NoSQL key-value storage.

Storing structured, non-relational data.

Queue Storage

Message-based
communication between ¢

components.

Decoupling microservices, event-driven

applications.

Disk Storage

Managed virtual hard disks Pe
(VHDs) for VMs.

rsistent storage for virtual machines.

1. Azure Blob Storage Azure Blob Storage is a Microsoft Azure cloud-based object storage solution. It

is intended to store and manage unstructured data at scale, such as text or binary data such as photos,

videos, documents, and

e Jtisan objectst

other file formats.

orage solution in Azure.

e Jtis used to store unstructured data.

e This is ideal when you have storage solutions for files, videos, log files, and images

e [t has different tier levels:

Hot storage tier: It is ideal for objects that are accessed frequently

Cool storage tier: It is optimized for data that are infrequently accessed. This is a less expensive

option than the hot storage tier

1. Achieve storage tier: It is optimized for data that is rarely accessed. Mostly used for

archiving or backup data. It is the least expensive service
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Containers
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Storage Account

Object

Object
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2. Azure File Storage

Microsoft Azure File storage is a type of Azure service that was designed to support the needs of the

Azure VM environment. That storage is, in essence, a network share. You can store files there that can

be accessed from different Virtual Machines. It is similar to Amazon EFS and is its direct competitor.

e Jtallows for the retrieval of files via the server message block protocol

e Using file storage, you can mount file shares on Windows, Linux, and Mac-based machines

® Here you don't need to manage file servers
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Azure File Storage- Example

Directory1-
Filel

»  Directoryl

Directoryl-
File2

Storage Account »  File Share

Directory2-
Filel

—3 Directory2

Directory2-
File2

3. Azure Queue Storage

Queue Storage is a type of storage that is built to connect components of your application. It allows
you to build flexible applications with decoupled and independent components that rely on

asynchronous message queuing.

e This service used for the storage and retrieval of messages
e This service is good when you want to decouple components of an application
® Asingle message in the queue can be up to 64kb in size

® You can store millions of messages in the queue
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4. Azure Table Storage

Microsoft Azure Table Storage was made to store structured NoSQL data. The storage is very scalable
and, at the same time, very cheap to keep data in. However, it set off more expensive when you access

files frequently.

® [tisused for storing structured NoSQL data
e Itis akey attribute store

e [tisa cost-effective option for the storage of table-like data for applications

Instead of using SQL Database to store data, you can use Azure table storage in a more cost-effective

manner

ACCOUNT TABLE ENTITY COLUMNS
OBJECT

Account

AnimalTable

Azure Storage Redundancy Options

Azure Storage provides multiple replication strategies to ensure data availability and protection

against failures.
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Replication Type

Description

Best Use Case

LRS (Locally Redundant Djata is stored within a single data

Cost-effective but no protection from regional failures.

Storage) center in a region.

ZRS  (Zone-Redundant Data is replicated across multiple High availability within a region.

Storage) availability zones in a region.

GRS (Geo-Redundant | Data is copied to a secondary Ensures regional failover in case of a disaster.
Storage) region for disaster recovery.

RA-GRS  (Read-Access GRS with read-access to the Best for applications requiring failover readiness.
GRS) secondary region.

GZRS (Geo-Zone- | Combines ZRS and GRS for Best for critical workloads requiring zone and geo-
Redundant Storage) maximum availability. redundancy.

Real-World Use Cases

1. Storing and Serving Media Content (Blob Storage)

A video streaming platform wants to store high-quality video files and serve them efficiently to

users.

e Solution: Store videos in Azure Blob Storage, use Azure CDN for faster global delivery.

¢ Benefit: High scalability, automatic backups, and low latency for video playback.

2. Lift-and-Shift File Shares to the Cloud (Azure Files)

A company running on-premises file servers wants to migrate to the cloud.

@ Solution: Use Azure Files to create SMB/NFS file shares, eliminating hardware

dependencies.

@ Benefit: Seamless integration with Windows/Linux systems, reducing IT maintenance costs.

3. Processing loT Data with Azure Table Storage

An 10T solution collects millions of sensor readings per minute.
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e Solution: Store structured data in Azure Table Storage for fast retrieval.

e Benefit: NoSQL scalability, low-cost storage, and easy querying.

4. Decoupling Microservices with Azure Queue Storage

An e-commerce platform wants to ensure reliable order processing without overloading its

backend.

e Solution: Use Azure Queue Storage to manage asynchronous processing between services.

¢ Benefit: Ensures event-driven architecture, prevents system failures due to peak loads.

Lab: Creating an Azure Storage Account

Step 1: Create a Storage Account

1. Go to Azure Portal — Search for Storage Accounts — Click Create.
2. Select Subscription and Resource Group.

3. Enter Storage Account Name (must be globally unique).

4. Choose Region and Performance Tier (Standard or Premium).

5. Select Redundancy Option (LRS, ZRS, GRS, etc.).

6. Click Review + Create — Wait for Deployment to Complete.

Step 2: Create a Blob Container

1. Open Storage Account — Go to Containers — Click + Container.
2. Enter Container Name, choose Public or Private Access.

3. Click Create.

Step 3: Upload and Access a Blob File

1. Inside the container, click Upload and select a file.
2. Once uploaded, copy the Blob URL and open it in a browser.

3. Set Access Policies and use Shared Access Signatures (SAS) for secure access.
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Step 4: Enable Azure Files for Shared Storage

1. Go to File Shares — Click + File Share — Set Quota.

2. Use Storage Explorer to map it as a network drive on Windows/Linux.

Azure SQL Database — Managed Cloud Database Service

Azure SQL Database is a fully managed, intelligent, and scalable relational database service built
on Microsoft SQL Server technologies. It offers high availability, security, performance tuning, and

automatic scaling without the need for manual maintenance.

@ Fully Managed (PaaS) - Microsoft handles updates, backups, and scaling.

@ Al-powered Performance Optimization - Automatic tuning, index recommendations.
@ Built-in High Availability - 99.99% SLA uptime.

@ Scalability - Compute and storage auto-scaling.

® Advanced Security - TDE, Always Encrypted, and threat detection.

Key Features of Azure SQL Database

Feature Description

Microsoft manages backups,
Fully Managed PaaS
patching, and scaling.

Intelligent Performance Al-driven recommendations for

Tuning indexing, query optimization.

Adjusts compute power based on

Automatic Scaling
demand.

Geo-Replication & High | Built-in disaster recovery across

Availability regions.

Encryption, firewall rules, private

Security & Compliance
endpoints, and auditing.
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Azure SQL Database Deployment Models
UE%%%?M?N‘[BH&“ slamoggveiopmem/testing.
Single Database Isolated database with
dedicated resources.
Elastic Pool Multiple databases share SaaS$ applications, cost optimization.
resources.
Managed Instance Full SQL Server | Enterprise applications needing SQL Server
compatibility. features.

Real-World Use Cases of Azure SQL Database

1. E-commerce Platform - Scalable Database Solution

@ Use Case: A growing online store needs a scalable database to handle seasonal traffic.
@ Solution: Deploy Azure SQL Database (Single Database) with auto-scaling enabled.

@ Benefit: Ensures smooth shopping experience during sales.

2. SaaS Product - Multi-Tenant Database (Elastic Pool)

@ Use Case: A SaaS startup needs a multi-tenant database solution to handle multiple
customers efficiently.
e Solution: Use Azure SQL Database Elastic Pool for cost-effective resource sharing.

@ Benefit: Each tenant gets a separate database, optimizing performance while reducing cost.

3. Enterprise Data Migration - On-Prem SQL to Cloud

@ Use Case: A financial company wants to migrate their on-prem SQL Server database to the
cloud.
@ Solution: Use Azure SQL Managed Instance for seamless SQL Server migration.

@ Benefit: Full SQL Server compatibility with low downtime.
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Lab: Deploying Azure SQL Database

Step 1: Create an Azure SQL Database

1. Login to Azure Portal - https://portal.azure.com

2. Search for “SQL Database” and click + Create.
3. Select Subscription & Resource Group.
4. Enter Database Name (e.g., MySQLDB).
5. Select Server — Click Create New.
o Enter Server Name (e.g., my-sql-server).
o Choose Region and Authentication Type (SQL/AD).
o Set Admin Username & Password.
6. Choose Compute + Storage (e.g., Standard S2 for medium workloads).

7. Click Review + Create — Click Create.

Step 2: Configure Firewall for Access

1. Navigate to SQL Database — Networking.
2. Click Allow Azure services and resources to access this server.

3. Add Client IP to firewall rules for local connection.

4. C(Click Save.

Step 3: Connect to Azure SQL Database using SSMS

1. Open SQL Server Management Studio (SSMS).

2. Click Connect > Database Engine.

3. Enter Server Name (from Azure portal).

4. Choose SQL Authentication — Enter Username & Password.

5. Click Connect.

You are now connected to Azure SQL Database!
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Step 4: Create a Table & Insert Data
sql
CopyEdit
CREATE TABLE Customers (
ID INT PRIMARY KEY IDENTITY(1,1),
Name NVARCHAR(100),
Email NVARCHAR(100),
City NVARCHAR(50)

INSERT INTO Customers (Name, Email, City)
VALUES ('John Doe', 'john@example.com’, 'New York'),

('Jane Smith’, 'jane@example.com’, 'San Francisco');

SELECT * FROM Customers;

Step 5: Enable Automatic Performance Tuning

1. Go to SQL Database — Intelligent Performance.
2. Enable Automatic Indexing and Query Store.

3. Click Save.
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DevOps

DevOps is a combination of Development (Dev) and Operations (Ops) aimed at automating and
integrating software development and IT operations. It enhances collaboration, reduces

deployment time, and ensures continuous delivery of high-quality software.
Key Benefits of DevOps

@ Faster Development & Deployment: Automated pipelines reduce manual effort.
® Improved Collaboration: Developers and IT teams work together seamlessly.
e Continuous Integration & Delivery (CI/CD): Enables frequent releases.

e Scalability & Security: Infrastructure as Code (IaC) ensures efficient resource management.

Traditional IT vs. DevOps:

Feature Traditional IT DevOps

Manual Deployments Yes Automated

Separate Teams Yes Collaborative

Slow Release Cycles Yes Faster, Continuous

Less Feedback & Monitoring | Yes Continuous Feedback

Reactive Maintenance Yes Proactive Monitoring
Why DevOps?

DevOps solves common software development problems such as:

e Slow deployment cycles
e Bugs in production due to lack of testing
® Inefficiencies in managing infrastructure

Lack of collaboration between teams

105



DevOps Principles

DevOps is based on 5 key principles, often referred to as CALMS:
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1. Culture - Encourages collaboration between development and operations teams.

2. Automation - Uses tools to automate repetitive tasks like testing and deployments.

3. Lean - Focuses on eliminating waste and delivering value faster.

4. Measurement - Uses metrics to track performance and improvements.

5. Sharing - Encourages knowledge sharing across teams.

DevOps Lifecycle:

The DevOps process follows a continuous loop, integrating development, testing, deployment, and

monitoring.

1. Plan - Agile project planning, backlog management (Azure Boards, Jira).

2. Develop - Writing code, using version control systems (Git, Azure Repos).

3. Build - Continuous integration (CI) using Jenkins, Azure Pipelines.

4. Test - Automated testing to ensure quality (Selenium, JUnit).

5. Release - Deploying applications (Terraform, Azure DevOps).

6. Operate - Monitoring and managing infrastructure (Azure Monitor, Prometheus).

7. Monitor - Gathering logs and feedback for improvements.

Different tools serve different purposes in the DevOps lifecycle. Let's compare Jenkins, GitHub, and

Azure DevOps.
Feature Jenkins GitHub Actions Azure DevOps
Type Open-source CI/CD tool Built-in  automation  for Full DevOps suite by Microsoft
GitHub

Primary Use

Continuous &

Deployment (CI/CD)

Integration

CI/CD for GitHub repositories En

d-to-end DevOps (Repos,

Pipelines, Boards, etc.)

Scalability Highly customizable but requires Scales  well with GitHub Enterprise-ready with cloud
plugins repositories integration
Integration Supports multiple tools via Natively integrates  with Deep integration with Azure

plugins

GitHub

Cloud
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Ease of Use Requires setup & maintenance Simple YAML-based | Ul-based configuration with
workflows YAML support
Best Use Case | Organizations needing high | Developers using GitHub Enterprises using Azure
flexibility

Frequently Used DevOps Tools:

In DevOps, tools play a crucial role in automating workflows. Below are the most widely used

DevOps tools in different categories.

Version Control Systems (VCS)

Version Control Systems (VCS) help teams track changes in code.

e Git - Most popular distributed version control system.
e Azure Repos - Microsoft’s cloud-based Git repository.
GitHub - A popular cloud-hosted Git repository.

GitLab & Bitbucket - Alternative Git hosting platforms.

Real-World Example

A software company develops a new feature. Developers push code to GitHub, where automated

CI/CD pipelines test and deploy it.

Continuous Integration (CI) Tools

CI tools help integrate code changes frequently, reducing conflicts.

¢ Jenkins - Open-source automation tool for CI/CD.

e Azure DevOps Pipelines - Microsoft’s CI/CD automation tool.
® GitHub Actions - CI/CD integrated with GitHub.

GitLab CI/CD - Provides a built-in pipeline feature.
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Real-World Example

A developer pushes code to a Git repository. Jenkins automatically builds and tests the application.

If successful, it deploys the app to a test server.
2.3 Continuous Deployment (CD) Tools
CD tools help automate software releases.

e Azure DevOps Pipelines - Supports automated deployments.
e Spinnaker - Open-source CD tool from Netflix.

® ArgoCD - Kubernetes-native GitOps tool.
Real-World Example

A DevOps team uses Azure Pipelines to deploy an app to Azure Kubernetes Service (AKS) whenever

a change is pushed to the repo.
Infrastructure as Code (IaC) Tools
[aC automates infrastructure provisioning and configuration.

® Terraform - Cloud-agnostic infrastructure automation.
e Bicep - Microsoft’s IaC tool for Azure.

e Ansible - Automates configuration management.
Real-World Example

A DevOps engineer writes a Terraform script to create multiple Azure VMs and deploy applications

automatically.

Containerization & Orchestration

Containers package applications with their dependencies, and orchestration tools manage them.
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e Docker - Containerizes applications.

e Kubernetes (K8s) - Manages containerized applications.

¢ Azure Kubernetes Service (AKS) - Microsoft's managed Kubernetes service.
Real-World Example

A company runs its microservices in Docker containers. They use AKS to deploy and scale their

application across multiple nodes.

Monitoring & Logging Tools
Monitoring tools track performance, while logging tools collect system logs.

@ Azure Monitor & Log Analytics - Monitors Azure workloads.

® Prometheus & Grafana - Collects and visualizes metrics.

o ELK Stack (Elasticsearch, Logstash, Kibana) - Centralized logging solution.
Real-World Example

An e-commerce company uses Azure Monitor to detect CPU spikes on its web servers and scales up

instances automatically.

Security & Compliance Tools
Security tools ensure compliance and protect applications.

e Azure Security Center & Defender for Cloud - Cloud security tools.

¢ HashiCorp Vault - Manages secrets securely.
Real-World Example
A bank stores API keys and passwords in HashiCorp Vault to prevent security leaks.

DevOps Architecture:
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Source Version Infrastructure
Code Control as Code

Configuration
Management

|

Provisioning

CODE
Development g Virtualization
= D 3
-]
2 Dev s
= m
Automation Containerization
TEST MONITOR
Continuous Integration/
Quality Continuous Delivery or
Control Deployment (CI/CD) (s Soe Logging

Key Components of DevOps Architecture

FollowingarethekeycomponentsofDevOps Architecture -

Continuous Integration (Cl) — Cl is a practice where we automatically combine
code changes from many contributors into a shared place several times a day. This
process helps us find and fix problems early. It makes our software better.
Continuous Delivery (CD) - CD builds on CI. It makes sure that the combined
code is always ready to be used. This way, we can release new features and fixes
quickly and reliably. It helps us get fast feedback and improve.

Infrastructure as Code (laC) — laC is about managing and setting up our
infrastructure through code. We dont do it by hand. This way, we can set up our
infrastructure automatically, consistently, and repeatedly. It reduces mistakes and

speeds up the process.
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Microservices Architecture — This design means breaking our applications into smaller

services. These services are not tightly connected. We can develop, deploy, and scale
them on their own. Microservices give us more flexibility. They let us work on different
parts without stopping the whole system. Automation Tools - Automation is very
important in DevOps architecture. We use

tools like Jenkins, Ansible, and Terraform to automate tasks. These include testing,
deployment, and managing setups. This lets our teams focus on more important work.
Monitoring and Logging — We need to monitor our applications and infrastructure all
the time. This is key to keeping our performance and reliability. Monitoring tools gather
data and metrics. Logging tools collect detailed event information. This helps us find
and fix issues quickly. Collaboration and Communication — Good teamwork between
development and operations is key for DevOps architecture to work well. We use tools
like Slack, Jira, and Confluence to help us communicate and manage projects. This
way, everyone stays aligned and informed during the development process. Security
(DevSecOps) — We add security into the DevOps process through DevSecOps. This
makes sure security steps are part of every stage of development. This way, we can

find problems early and stay compliant. We do this without slowing down our delivery.

Git

Git is a distributed version controlsystem (VCS) that allows multiple developers to collaborate on

aproject efficiently. It tracks changesinfiles and enables rollbacks if needed.

Why Use Git?
e Version Control - Keeps track of every change.
@ Collaboration - Multiple developers can work on the same project without conflicts.
® Branching & Merging - Developers can work on different features separately and merge them
later.

e Backup & Recovery - Ensures code is never lost.
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Git Workflow

1. Clone - Download an existing repository.

2. Create & Switch Branch - Work on a separate feature branch.
3. Stage Changes - Add modified files to the staging area.

4. Commit Changes - Save changes with a message.

5. Push Changes - Upload changes to the remote repository.

6. Pull Changes - Sync with the latest code from the repository.

7. Merge - Combine code from different branches.

Frequently Used Git Commands

1. Configuring Git

git config --global user.name "Your Name"

git config --global user.email "your.email@example.com'

git config --list # Check configured settings

2. Initializing & Cloning a Repository

git init # Initialize a new repository

git clone <repository_url> # Clone an existing repository

3. Checking Status & Logs

git status # Check the status of your working directory
gitlog # View commit history

gitlog --oneline --graph # Compact commit history with a graph

4. Staging & Committing Changes

git add <file> # Stage a specific file
git add . # Stage all files
git commit -m "Commit message" # Commit staged changes

git commit --amend -m "Updated message" # Edit last commit message

5. Working with Branches

git branch # List all branches
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git branch <new-branch> # Create a new branch
git checkout <branch-name> # Switch to a branch
git checkout -b <new-branch> # Create and switch to a new branch

git merge <branch-name> # Merge a branch into the current branch

6. Pushing & Pulling Changes

git push origin <branch-name> # Push changes to a remote branch

git pull origin <branch-name> # Pull the latest changes from the remote

7. Undoing Changes

git reset --soft HEAD~1 # Undo last commit but keep changes staged
git reset --hard HEAD~1 # Undo last commit and delete changes

git revert <commit-hash> # Create a new commit that reverses a previous commit

AzureDevOps:

Azure DevOps is a complete suite of tools offered by Microsoft to help organizations implement
DevOps practices efficiently. It provides services for source code management, continuous
integration (CI), continuous delivery (CD), infrastructure automation, monitoring, and

security.

Key Components of Azure DevOps

Azure DevOps consists of five core services, each designed to support different stages of the DevOps

lifecycle:
Component Purpose Key Features
Azure Repos Version Control System Git repositories, Branching & Merging, Pull Requests
Azure Pipelines Continuous Integration & Build automation, CI/CD pipelines, Multi-stage
Deployment releases
Azure Boards Agile Project Management | Work tracking, Kanban boards, Sprint planning
Azure Test Plans Automated &  Manual Test cases, Load testing, Exploratory testing
Testing
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Azure Artifacts

Package Management

Secure storage for NuGet, npm, Maven, and Python

packages

How Azure DevOps Works in a Real-World Scenario

Let’s say a software company is developing a new web application. Here’s how Azure DevOps helps

streamline the process:

1. Code Management (Azure Repos)

o Developers write code and push it to Azure Repos (Git-based version control).

o Branching strategies ensure safe feature development.

2. CI/CD Automation (Azure Pipelines)

o Every code change is automatically built and tested using CI/CD pipelines.

o If the build passes, it is automatically deployed to the staging environment.

3. Agile Project Tracking (Azure Boards)

o Teams use Azure Boards to track tasks, sprints, and bugs.

0  Product managers assign user stories to developers.

4. Testing & Quality Assurance (Azure Test Plans)

o QA teams use Azure Test Plans to create test cases and run automation tests.

o0 Bugs are tracked and fixed before production release.

5. Secure Package Management (Azure Artifacts)

o Developers use Azure Artifacts to store and share pre-built packages securely.

Security Best Practices in Azure DevOps

Security is a critical aspect of DevOps, ensuring that applications and infrastructure remain protected

throughout the software development lifecycle (SDLC). Azure DevOps provides multiple built-in

security features to enforce access control, compliance, and secure coding practices.

1. Identity and Access Management (I1AM)

Best Practice: Implement Role-Based Access Control (RBAC) to restrict access based on the

principle of least privilege.
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e Use Azure AD (Active Directory) integration for centralized authentication.
e Assign roles at the organization, project, and repository level in Azure DevOps.

® Use Personal Access Tokens (PATs) for automation instead of using passwords.

® Enforce Multi-Factor Authentication (MFA) for all users.

Example Use Case:
A DevOps Engineer should have access to pipelines but not modify security settings. RBAC

ensures that permissions are restricted to their job role.

2. Secure Code Management with Azure Repos
Best Practice: Protect source code from unauthorized access and enforce security policies.

o Enable Branch Policies (e.g., Require Pull Request (PR) reviews before merging).
e Use Code Scanning Tools like SonarCloud for security vulnerabilities.
@ Configure Git repository permissions to prevent accidental code deletion.

@ Use Signed Commits to verify code authenticity.

Example Use Case:
A development team ensures that every commit is scanned for vulnerabilities before merging into

the main branch.

3. Secure CI/CD Pipelines in Azure Pipelines
Best Practice: Prevent unauthorized code deployment and enforce compliance.

e Use Service Connections securely: Store secrets in Azure Key Vault, not in pipeline YAML
files.

e Implement Pipeline Approvals: Use manual approval gates before production deployment.

e Use Agent Pools: Restrict pipelines to run only on trusted agents.

Enable artifact signing: Ensure that only verified builds are deployed.

@ Scan container images and dependencies for vulnerabilities before deployment.
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Example Use Case:
A Finance App Deployment pipeline requires manual approval before deploying updates to

production.

4. Secure Package Management with Azure Artifacts
Best Practice: Store and manage dependencies securely.

o Enable scoped feeds to prevent external users from accessing internal packages.
® Scan dependencies for vulnerabilities using Microsoft Defender for DevOps.

® Use Immutable Artifacts to prevent tampering.

Example Use Case:
A Node.js application team stores private npm packages in Azure Artifacts, ensuring secure

package distribution.

5. Secure Testing with Azure Test Plans
Best Practice: Identify security flaws early in the development lifecycle.

e Implement penetration testing on application builds.
e Use load testing to check for DDoS vulnerabilities.

@ Perform security compliance checks using Microsoft Defender for DevOps.

Example Use Case:
Before a government application is deployed, it must pass security compliance tests to meet

industry regulations.

6. Auditing & Compliance in Azure DevOps
Best Practice: Continuously monitor and log all DevOps activities.

® Enable Azure Monitor & Log Analytics to track pipeline executions and deployments.

e Configure Audit Logs for tracking repository access and code changes.
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@ Set up Microsoft Defender for Cloud to detect security misconfigurations.

e Use Azure Policy to enforce compliance rules (e.g., restrict external repo access).

Example Use Case:
A healthcare company must comply with HIPAA regulations, so all DevOps activities are logged

and monitored for security compliance.

Lab 1: Implement Role-Based Access Control (RBAC) in Azure DevOps

Step 1: Configure Project-Level Security

1. Go to Azure DevOps (https://dev.azure.com).

2. Select your Organization and open a Project.

3. Navigate to Project Settings > Permissions.

4. Click Add a Member and assign one of the following roles:
o Project Reader: View-only access.
0  Contributor: Can push code and create pipelines.
o Project Admin: Full project control.

5. Click Save and verify access by logging in with the assigned user.

Expected Outcome: The user can only perform actions based on the assigned role.

Lab 2: Secure CI/CD Pipelines in Azure DevOps

Step 1: Enable Secure Pipeline Approvals

1. Go to Pipelines > Select a pipeline.
2. Click Edit and go to Environments.
3. Click Pre-deployment Approvals and enable manual approvals.

4. Assign an Approver (e.g., Manager or Security Engineer).

5. Click Save.

Expected Outcome: Deployments will be paused until an authorized approver confirms the

release.
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Step 2: Secure Secrets with Azure Key Vault

1. Go to Azure Portal > Create a Key Vault.
2.Add a new secret (e.g., SQL_PASSWORD).

3.In Azure DevOps, go to Library > Secure Files.
4. Link Azure Key Vault to DevOps pipelines.

5. In the pipeline YAML, replace secrets with:

variables:

sql Password: $(sql_password)

Expected Outcome: Secrets will be securely fetched from Azure Key Vault instead of being

hardcoded in YAML files.
Lab 3: Secure Package Management with Azure Artifacts

Step 1: Configure Scoped Feeds

1. Go to Azure DevOps > Artifacts.

2. Click Create a Feed and select Private visibility.
3. Upload a sample NuGet/NPM package.

4. Go to Feed Settings > Permissions.

5. Assign only specific users access to the package feed.

Expected Outcome: Only authorized users can download the package, securing package

distribution.
Lab 4: Audit & Compliance in Azure DevOps

Step 1: Enable Audit Logs

1. Go to Organization Settings > Security.
2. Navigate to Auditing and click Enable Audit Logs.

3. Monitor who accessed repositories, modified pipelines, or triggered builds.

Expected Outcome: All security events will be logged for compliance tracking.
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Introduction to YAML Pipeline
® YAML: Yet Another Markup Language

@ The pipeline is versioned with your code and follows the same branching structure. You get

validation of your changes through code reviews in pull requests and branch build policies. @
Every branch you use can modify the build policy by modifying the azure-pipelines.yml file. @ A
change to the build process might cause a break or result in an unexpected outcome. Because the

change is in version control with the rest of your codebase, you can more easily identify the issue.

Continuous Integration using YAML Pipelines

@ Introduction to YAML Pipeline
@ Building Azure DevOps Pipeline using YAML
® Publishing results to Artifacts
® Triggering Continuous Integration in YAML
e  Filtering Tasks based on branch being built
@ Using Templates to Build Multiple Configurations

@ Build on Multi-Platform pipeline
Mini Project: Deploy a Web Application using Azure DevOps & Azure Resources

In this mini-project, we will deploy a sample web application to an Azure Web App using Azure

DevOps CI/CD pipelines.

Prerequisites

«/ Azure Subscription (for creating Azure resources)
/ Azure DevOps Account (for setting up CI/CD pipeline)
/ Basic knowledge of Git, Azure Web Apps, and DevOps
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High Level- Architecture Diagram:
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Step1: Create a Web App in Azure Portal

o Login to Azure Portal, https://portal.azure.com/

o Azure Portal Mgre Services Web;App + Add
o Select Web Apps Crgate

o Name = "DssDemoWebApp", Subscription = "Free Trail" Resource Group="DemoRG",

(Nag’ﬁf) Sta%"i"viicglan'plan /Location=Create = New  Plan
Location=Central US, Pricing tier=S1 Standard.

o Application Insights=0ff
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O C(Create
Follow the above steps and create the below AppServices

@ 1. Create an App Service = DssDemoApp-Dev

® 2. Create an App Service = DssDemoApp-QA

@ 3. Create an App Service = DssDemoApp / Slot = Staging

Expected Outcome: A Web App (mywebapp-demo.azurewebsites.net) is ready.

Step2: How does Azure Pipelines connect to Azure?

To deploy your app to an Azure resource, such as a virtual machine or App Service, you need a service

connection.
Create an Azure Resource Manager service connection Manually

Create Service Principal and assign Contributor role to it for a subscription.

1. Login to Azure Portal as a Global Administrator and Subscription Owner.

2. To Create a Service Principal: Azure Active Directory ] App Registrations ] + New registration

a. Name = AzureDevOpsServicePrincipal.

b. Select Accounts in this organizational directory only (Microsoft)
c. Register.

3. The Service Principal should be assigned owner rights for the Subscription

a. Seach and goto Azure Subscription
b. Access Control (IAM) @ Add role Assignment

c. Role = Contributor, Select Service Principal (AzureDevOpsServicePrincipal) ) Assgin.
4. Copy Application (Client) ID and Secret

a. To go AzureDevOpsServicePrincipal@ Certificates and secrets@ + New Client secret Copy

the secret

b. Overview Tab and Copy Application ID and Tenant ID
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5. Go to Subscription and Copy Subscription ID and Name.

Client ID = 9cccb41d-a0fa-4304-9ea9-999402037270

Secret = Az_aWFo~fwi-91evSos-eu5qJK1.M2Cs.e

Tenant ID = 3217245f-90ec-4ef7-b6c1-909be73faleb
Subscription ID = 51081bf2-da0d-4998-9462-b59b512f8690

Subscription Name = Visual Studio Enterprise — SS2

Step3:Create a DevOps Service Connection to Azure Subscription:

e Switch to Azure DevOps [ Project Settings @ (Pipeline Section) @ Service Connections
Create a Service Connection [l Azure Resource Manager [ Next

® Service Principal (Manual) @ Next

® Provide the values copied earlier.

® Verify and Create a Service Connection.

Azure DevOps Pipeline

PULL REQUEST sonar
A qube :thlwn-\.ﬂcv

;2 e st aoms
/D_C\;l BUILD TEST SONAR SECURITY DEV QA STAGE PROD
? C =) ) O { $——20—-0 —{
L STRYKER J L o L3
CODE COMMITS (S )
f Cl PIPELINE f CD PIPELINE

Push the Sample Application to Repo

® DevOps Portal Ceeate a Project (HelloWorldApp)

e Project => Repo => Files => Copy Clone URL to Clipboard
® D:\DevOpsDemos>git clone <Paste the URL>

® D:\DevOpsDemos>dotnet new sln -o HelloWorldApp

® D:\DevOpsDemos> cd HelloWorldApp
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e D:\DevOpsDemos\HelloWorldApp> dotnet new mvc -n HelloWorldApp.Web

e D:\DevOpsDemos\HelloWorldApp> dotnet sln HelloWorldApp.sin add
HelloWorldApp.Web\HelloWorldApp.Web.csproj
gitadd.

git commit -m "Initial Commit"
git push origin master

Switch back to the web portal and View the Committed Files.

Continuous Integration using Azure Build Pipelines
e About Azure DevOps Pipeline
e Understanding the Build Process
e (reate a Pipeline using Classic Editor
e Enable Continuous Triggers for Build Pipeline
® Add a status badge to Repository
® Working with Task Groups

e Validate Pull Request based on Build Pipeline result
® Add a Widget to Dashboard

Step4: Create a Pipeline using Classic Editor

Pipeline New Pipeline "Use the classic editor

Select your Source Code Repository and Branch 0 Continue

e Select a Template: Select ASP.NET Core 0 APPlY

e This generates all the Tasks in a Job.

e (Optional) Add Task: File Creator to create a file
e File path = ./HelloWorldApp.Web/wwwroot/buildinfo.txt,
e Content = "$(Build.DefinitionName), S(Build.Buildld), $(Build.BuildNumber)"

e (Optional) Add a Task: Command line Add
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e Script = echo "$(Build.DefinitionName), $(Build.Buildld), $(Build.BuildNumber)"

e Click on Save and queue

Validation: Once the Pipelines completes the task — Check the Artifacts or check for the error.
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Step5: Create a release to deploy your app
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e Pipelines => Releases => New => New release pipeline => Select Template Azure App Service Deployment

=> Apply Change Stage name = Dev Stage View Stage tasks: Click on 1 job, task, Select Azure Subscription =

e <Subscription created before>, App type = Web App on Linux, App service name = Dssdemoapp Check

e Deploy to App Service, App Service Name = Dev
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Create a release to deploy your app

e Choose + Release and select Create a release.

e Inthe Create a new release panel, check that the artifact version you want to use is selected and choose
Create.

e Choose the release link in the information bar message. For example: "Release Release-1 has been created".

e Inthe pipeline view, choose the status link in the stages of the pipeline to see the logs and agent output.

e After the release is complete, navigate to your app and verify its contents.

Step6: Adding Another Stage (Production)
e Edit the Release Pipeline
e Create a copy of existing Dev stage

e Change Name to QA Stage => Go to Tasks tab => Check Deploy to App Service = QA

Create a release to deploy your app.
e Pipelines => Releases => Select the Pipeline => Click Create release [ Create
e Choose the release link in the information bar message. For example: "Release Release-2 has been created".

e After the release is complete, navigate to your app and verify its contents.
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Fundamentals of Docker & AKS (Azure Kubernetes Service):
Orchestration tools like Kubernetes (K8s) and Azure Kubernetes Service (AKS) have become
increasingly popular for managing containerized applications. Here are the main reasons why

organizations are migrating to orchestration platforms:

Docker Fundamentals:

Docker is a containerization platform that enables developers to package applications and their

dependencies into lightweight, portable containers.
Key Benefits of Docker:

Portability - Run containers on any system with Docker installed.
Isolation - Each container runs independently with its own libraries and dependencies.
Scalability - Easily scale applications across multiple containers.

Fast Deployment - Containers start up quickly compared to VMs.

Docker Setup and Installation:

Download and Install the Docker Desktop using below link
https://www.docker.com/get-started

Basic Docker Commands

1. Pull an Image from Docker Hub

docker pull nginx

This pulls the nginx web server image.
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2. Run a Docker Container

docker run -d -p 8080:80 nginx

This runs an nginx web server in a container and maps port 8080 of your system to port 80 of the

container.

3.View Running Containers

docker ps

4.Stop and Remove Containers

docker stop <container_id>

docker rm <container_id>
5.Create a Custom Docker Image (Dockerfile Example)
1. Create a file named Dockerfile:

FROM nginx
COPY index.html /usr/share/nginx/html
EXPOSE 80

2. Build the Docker image:
docker build -t my-nginx-app .
3. Run the container:

docker run -d -p 8080:80 my-nginx-app
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Azure Kubernetes Service (AKS)
Kubernetes (K8s) is an orchestration tool that automates container deployment, scaling, and
management.

Why Use Kubernetes?

Automatic Scaling - Scale applications based on demand.
Self-Healing - Restart failed containers automatically.
Load Balancing - Distributes traffic across multiple instances.

Rolling Updates - Deploy updates with zero downtime.

AKS (Azure Kubernetes Service) is a managed Kubernetes service in Azure, which simplifies

deployment and scaling of containerized applications.

AKS Architecture Overview:

Kubemetes Control Plane I;
I
1 1 t
kube-controller cloud-controller — Cloud
manager manager

kube-api-server T 1

]
kubelet kubelet
I kube-scheduler

:
I
r
: : = kube-proxy kube-proxy kube-proxy
|
|
[
I
I
I
I
I
I

—

Lo []]]
il

[0 ][]
1
Lo ][]

. Kubernetes Nodes

L L L L L L L L T I L T T T

Kubernetes Master Node In Kubernetes (k8s), a master node is the control plane component
responsible for managing the cluster. It coordinates and schedules tasks, maintains cluster state,

and monitors node health. It
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includes components like API server, scheduler, and controller manager, ensuring overall cluster

functionality and orchestration of containerized applications.
Master Node Components:

1) Kube API server handles administrative tasks on the master node. Users send REST commands in
YAML/JSON to the API server, which processes and executes them. The Kube API server acts as the

front end of the Kubernetes control plane.

2) etcd, a distributed key-value store, maintains the cluster state and configuration details like
subnets and config maps in Kubernetes’ database. It's where Kubernetes stores its information.

Read More: Kubernetes for Testers.

3) Kube-scheduler assigns tasks to worker nodes and manages new requests from the API Server,

ensuring they are directed to healthy nodes.

4) Kube Controller Manager task is to retrieve the desired state from the API Server. If the desired
state does not match the current state of the object, corrective steps are taken by the control loop to
align the current state with the desired state. There are different types of control manager in

Kubernetes architecture:

e Node Manager: It oversees nodes, creating new ones in case of unavailability or destruction.

e Replication Controller: It ensures the desired container count is maintained within the
replication group.

o Endpoints Controller: This controller populates the endpoints object, connecting Services &
Pods.

Kubernetes Worker Node

Worker nodes in a cluster are machines or servers running applications, controlled by the Kubernetes

master. Multiple nodes connect to the master. On each node, multiple pods and containers operate.
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Components of Worker Nodes:

1) Kubelet, an agent on each node, communicates with the master. It ensures pod containers’ health,

executing tasks like deploying or destroying containers, reporting back to the Master.

2) Kube-proxy enables worker node communication, managing network rules. It ensures rules are

set for containers to communicate across nodes.

3) A Kubernetes pod is a set of containers on a single host, sharing storage and network. It includes

specifications for container execution, enabling easy inter-container communication.

4) Container Runtime, responsible for container execution, supports multiple runtimes: Docker,

containers.

AKS Core Components

1. Containers
o Alightweight, portable unit containing an application and its dependencies.
0 Runsinside a Pod in Kubernetes.
0 Uses Docker or any container runtime (e.g., containerd).
2. Pods
o The smallest and simplest Kubernetes object.
o Can contain one or multiple containers.
o All containers within a pod share networking and storage.
0 Pods can be scaled up/down automatically.
3. Nodes (Worker Nodes)
o Virtual machines (VMs) where pods run.
0 Managed by Azure (via AKS).
0 Each node has Kubelet (agent to communicate with Kubernetes).
4. Deployments
o Defines how applications are deployed in AKS.
0 Helps in rolling updates and rollbacks.
5. ReplicaSets

o Ensures that a specific number of pod replicas are running.
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o Provides auto-scaling capabilities.
Kubernetes Services
Exposes applications to internal or external users.
Common service types:
ClusterIP - Internal communication (within AKS cluster).
NodePort - Exposes service via node IP.

LoadBalancer - Provides external access via Azure Load Balancer.

O O O O o o

Ingress Controller - Acts as a traffic router (Nginx, Traefik).
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Mini Project — Deploying an Application to AKS

We will deploy a sample Nginx web application in two different approaches:

1. Manual Deployment using kubectl
2. Automated CI/CD Deployment using Azure DevOps Pipelines

Prerequisites

Before starting, ensure you have:
An Azure subscription
An AKS cluster (already created)
kubectl installed
Azure CLI installed

Azure DevOps account

Approach 1: Manual Deployment using kubectl

Step 1: Create a Kubernetes Deployment YAML
Create a file named nginx-deployment.yaml:

apiVersion: apps/v1l
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:

labels:

o
skillora
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app: nginx
spec:
containers:
-name: nginx
image: nginx:latest
ports:

-containerPort: 80

Step2: Deploy the Application to AKS

Runthe following command to deploy:

kubectl apply -f nginx-deployment.yaml

Step 3: Expose the Deployment as a Service

Create a file named nginx-service.yaml:

apiVersion: vl
kind: Service
metadata:
name: nginx-service
spec:
type: LoadBalancer
selector:
app: nginx
ports:
- protocol: TCP
port: 80
targetPort: 80

Apply the service:

kubectl apply -f nginx-service.yaml
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Step 4: Get the External [P
Run:

kubectl get svc nginx-service

Validation: Once you get the External IP, open it in a browser to see the Nginx page

Approach 2: Deploy Spring Boot Application, Automated CI/CD using Azure DevOps Pipelines
Prerequisites:

e Azure Subscription

e Azure DevOps Account

® AKS Cluster

Azure Container Registry (ACR)
Sample Spring Boot Application
Create a Name Space: springboot-app

Create a RBACK with below code:

kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1
metadata:
namespace: sprint-boot-frontend
name: service-reader
rules:

nn

- apiGroups: [""] # "" indicates the core API group

resources: ["services"]

verbs:["get", "watch", "list"]
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Pipeline Flow

1. CI - Continuous Integration

o Build the Spring Boot Application (Maven)

o Create a Docker image

0 Push the Docker image to Azure Container Registry (ACR)
2. CD - Continuous Deployment

o Deploy the application from ACR to AKS using kubectl

o Expose the application using a Kubernetes Service

deployment.yml

apiVersion : apps/v1l
kind: Deployment
metadata:
name: akannanspringbootapp
spec:
replicas: 1
selector:
matchLabels:
app: akannanspringbootapp
template:
metadata:
labels:
app: akannanspringbootapp
spec:
containers:
- name: akannanspringbootapp
image: testacr1989.azurecr.io/akannanspringbootapp
ports:

- containerPort: 80
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service.yml

apiVersion: vl
kind: Service
metadata:
name: akannanspringbootapp
spec:
type: LoadBalancer
ports:
-port: 80

selector:

app: akannanspringbootapp

V¢

N
skillora

) Avure DevOps RakeshM1989 | AKS-POK apos es /% springboot-app-02 v a =
B axs-roc + 4 springboot-app-02 ¥ main O/ manifests f aks-deploy-feom-aceysml
; > @ gilhub aks-deploy-from-acryaml|

w manifedts

[+

s - oy - ST BCF

o
i

deployment.ymi

]
i
¥

thac yrnl
% Commits 2 serviceymi
& Pushes ¥ iy -chat
¥ granches b e
Q@ Tags » target
n Full requests. D alcs-dephoy- from-acryami
O Advanced Security 2 azure-pipelines-old yml
il e O azuee-pipolines.ymi
@ Project settings « O Dockerfie

Confents History Compare  Blame

matchiabeln;
spp: wpringboot -app
W tesplate

it
16 o | PR - B

ir pod ¥ srurecr. iofipringboot -app- 80 #{Build. Bui ldld)e
1% ¥i Always —

L nerfort ; B

31 @ wervlos type losdalanger

3 apiversioa; vl

M wiede Service

137



A

skillora

C) Azure DevOps Eaehhios © AKSPOC Pl & 2 02 6 .
B xsroc + W - AKS-POC-Springboot-App-Cl
‘ Crverview :
Tasks  Vaiables Wigpers  Optiors  History = Summary [ Quewe o e
- =
Bl -.n:— Maven @ B Lk settings [ View AL @ Remove
B reo
¥y ﬂ-!ﬂll%l- -':,.\..‘- — Tokvension 4.3 -
o ripsines
o Pipelines .:gml;d! + sl name =
B © Belaviony poarisem|
& / [T | o !.r Asure Rescunce Manager connection (I} | Marage =
Redraset
= Build an gudla- D 15507103 - 2500 -410d-bord -hal2 19 edela) L ]
M Libeary P D b " .
Sooped W duberglen Gude Dy
W Lk grous b gm\hmmage Maven POMfle* (@
T Deployment geoups pomamt
qb Copy Files toc ${build antifactstagingdirectony)
= Ly fimy [ O]
B Project seltings. € * Publish Anifact: drop =
B Ao T ekt & T ke Faam T ks Darities T ] e Wieds 1 o 5 st W
L IS .
- > AKS-POC-5pringboot-App-Cl
Taks  Variables Tiggers Opfioms  History = Summary [+ Ouewe oo >
Pipeli T Sooped b LUBLITESIN Ul DY
Tokd ppelag. Agure Containgr Regitry (D)
37 Get sowices [loginServer - ryacrepod 31 arusedrio”, “id” : “fsubisciplions 155073 ¢5ac-410d-beck-cla3tote v |
W 1pengioatspp-03 P man
Adion® @
.!g.-lnf?.: + Buid an image e
f’ Maven pomxml Docker file* (@
b
**Dockerfie
2= Build an image ii
i o Do ° H Buid Arguments (D
2= Push an image
B Docher
A
h Copy Files to ${build artifactstagingdirectory) B Use Delsult Build Contes (D)
Copy M
image Name: * (@
f Publish Artifact: drop
—— Polinh ud it §(Build. Repositony Mame - §Buld Buldid)

B Cualify image Name (@
Additional imase Tias (7}

138



Vg

A
skillora

AKS-POC Pipebnes a 2 0 0 & .
& - AKS-POC-Springboot-App-Cl

Taks Varisbies Triggers Optiorn  Mindory = Summary [ Queee ..o o
o Display rurme *
] Purih animage
1 Get sources Contsines Regatry ype * (D)
o prmghet gyl o
Mpure Contanes Regestry E
Imﬂl i+ Anse sabnenption (D | Massge 12
/ Manven pomueml gpacily- D (1550730500 -4 100 boed-claB3 19 1edds) o o
- O fopedtn mbsorpton 'gulefer
Ba  Busld an image Apme Container Registry (&)
P B
oy TBCITEPOA 3 LARSECLE, " : ubsriptona TS S0TRG-e5ac-4 100 boek-cla839te O
b Push an image e
ik = Action* (B
lh Copy Files to: ${build artifactstagingdirectony) [— o
Copy S
4.- Publish Artilact: diop brageName* (D
— Sk bodd actiact;
B Cualfykmage tame (D
A v [ vighiigan [ MawchCase [ Match Discritics [ Whole Words 1 of 1 match %
NEHROC. 7 Fipeiees [= s =00 a @
W - > AKS-POC-Springboot-App-Cl
Toks Vorisbles Triggers Options  History : H Summary [ Quese - o
;ﬁ\e - Copy files © @ Linksettings [0 View vl B Remove
Bakd e
Task version 2.0 w
3¢ Get sources
L P omam
Dy’ ruaemer *
Agent job 1 N
lu--?r! t Copy Fles to Hbuld arifactstagingdinectony)
{ Maven pomoemi Source Folder @
poEn
manitesty
E :.:\:. ¢ Contents* (D
Puih an image -deploy-hom-sctyamd
| e rmacyml y
Iy Copy Files to: ${build antifactstagingdirectory) .I Tiget Foides * (D
oy ey
sl st betacyrgierctony)
f Publish Artifact: diop
L -
Control Options
A v Owghighan [ MuchCase [ MarchDiscriics [ Whole Words 1.0 1 match %

139



A

skillora
& - > AKS-POC-Springboot-App-Cl
Tasks Varisbles Trigners  Options  History ' Sy |l | 1235 =
|.,.a“.l;.|.-.‘ Publish build artifacts © @ Link sattings [0 View vamML Remae
= (el SouIces jon 12
F e apg-62 ¥ man Task vevsion 1, W
Agent job 1 4 Display name *
B Fen o0 agent
Pubiizh Adtitact: deop
f [y Path to publich* (D
B Build animage $BuikdAstilactStaging Directony)
- oo )
Artifact rame * (D
=, Push an image
& i deop
[y Sopy Files to: Hpuiidanitactstagingdicectorny) Autifact publish location * (@
oyt
A Pipena, -
1]
T L T T T L B o J T L e ey o e
L -_
Al pipelines > ¥ Kubernates_Cluster & Croste release ' View relesses
Pipeling  Tasks - Varisbles  Retenbion  Opfions  Mistory
n.‘t.g_....Lm-.-.. Replace Tokens @ B viewyaML [l Remove
Agent job + Task vergion .= w
W R s s
:25 Replace tokens (-] E Diplary raeme *
Eapleit Tt
Roeplace Likin
hubect-apph REAC
P Deimblad Kukweti Raol @'
& kubect! apply § (System Defautiorking Dieectony)/_AKS-POC-Springhoot-App-Clfidiop
M ukact sialst 0
aks-eploy-from-acryoml
A
Token pattern (D)
o v

B Case insensithve paths. (D
B Incude dot paths @
Files encoding ()

140



All pipelines » 7 Kubernates_Cluster

Fiptine  Tasks - Varables  Retention  Options  Hstory
stage 1
Deployrrara

process

Agent job
B o cn et

s Replace tokens
Rrpiace Sshre

© R

Q s

°f

Vg

A
skillorA

e & Cresterelesse = View relsses oo

Display naene *
| ibsct appiy |
Kubernetes service connection (D) | Mansge =

test-aks02 V| O o Hew

Mamespace (D
| springboat-app |

Command (D)

B Use Configuntion fles (3
Configunation fle* (D
Wﬁmwm-m.

sKillorA

141



Vg

&
skillora

Conclusion — The Journey to Cloud & DevOps Excellence

Congratulations on reaching the end of this book! You have embarked on a transformative journey
through Cloud Computing, DevOps, Azure, Docker, Kubernetes, and more. By now, you have
built a solid foundation in cloud technologies and DevOps practices, gaining not just
theoretical knowledge but also real-world implementation skills through hands-on exercises and
projects.

What's Next?

Apply What You Learned — The best way to master Cloud & DevOps is through continuous
practice. Implement real-world projects, contribute to open-source, and experiment with different
architectures.

Stay Updated — Cloud and DevOps technologies evolve rapidly. Follow tech blogs, join
community forums, and attend meetups or webinars to stay ahead.

Get Certified — If you're planning for certifications like AZ-104, AZ-400, CKAD, or Terraform
Associate, now is the perfect time to validate your skills and boost your career.

Never Stop Learning — The IT world never stops innovating. Keep pushing yourself to explore
Al, Security, Automation, and other emerging trends that integrate with Cloud & DevOps.
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A Heartfelt Thank You

| sincerely thank you for choosing this book as your learning companion. Whether you're a
beginner stepping into the cloud or an experienced engineer refining your DevOps
skills, | hope this book has empowered you with knowledge and confidence.

| wish you success, growth, and endless opportunities in your Cloud & DevOps career. Keep
learning, keep innovating, and most importantly, keep pushing boundaries!

Signing Off with a Powerful Thought

"The cloud is not just about technology; it’s about a mindset shift. The faster you embrace
automation, scalability, and agility, the closer you get to becoming a true cloud professional."”

"eoBresnGer HoBSe oSS, S° éaﬁpea.‘b SBst)Eesg0 &odl... DesaHo geahHo!”

2SS HeSS® IBDSenes - £6) SaHesBBS awcéseg. DO@ren HBaHomr Sy Fgrow. erxSo, ZEgo,
5550%“5‘83956 S0 10850 Aeif Tro.

See you in the world of innovation!
Best Regards,

Praveen G
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Empowering IT Aspirants, Enabling Future-Professionals
SkillORA isn't just an institute — it's a mission.

K.K.Reddy - (CEO &Founder)

" At SKILLORA, we believe that talent is everywhere — bul opportunity is not. Our mission is to break
thiz bamier. Whether you'ré from a small town or a tech hub, we aré here to unlock your potential
with world-class training, mentorship, and real-time exposure. Let your dreams fly high — SEILLORA

is your launchpad. "’

Praveen G - (MD & Co-Founder)

* Being from a Cloud & DevOps background myseli, | understand the real struggles students face in
transitioning from leaming o earming. That's why SKILLORA is designed to replicate the IT industry’s
demands with hands-on labs, real-world scenarios, and career guidance. We don't just want to teach
= we want to build fulure-ready professionals. Your success is our mission.™
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